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The Internet of Things (IoT) .ne%

Kevin Ashton - 1999 - describes the Internet of Things (loT) as
a system where the physical world is connected to the
Internet via ubiquitous sensors.
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Interconnectivity in loT .ne%

Kevin Ashton - 1999 — describes the Internet of Things (loT) as
a system where the physical world is connected to the
Internet via ubiquitous sensors.
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Applications e
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Industrial Automation .ne%

v

Mission-/Safety-Critical Requirements
Auto-Configuration & Self-Maintainability of Networks
Support of Stationary & Mobile Devices

Fault Tolerance

Security

Regulations
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Scenario I: Data Retrieval

» semi-portable gas leak sensors
» portable sensors attached to workers
»> mission protocols and logs

Scenario Il: Alarm Propagation

> alarm notifications to nearby workers
» high priority traffic
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Routing Protocol for LLNs (RPL)

Specification

» Lightweight Routing Protocol

» Dest. Oriented Directed Acyclic
Graph (DODAG)

» ICMPv6 Control Messages

» DODAG Information Object (DIO)
> DODAG Information Solicitation (DIS)

> Dest. Advert. Object (DAO & DAO-ACK)

Formation of DODAG
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Routing Protocol for LLNs (RPL)

Specification
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Scenario I: Data Retrieval
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Information-Centric Networking (ICN) for the 110T ;rex

Security at Data

Receiver Mobility Level

Motivation
for ICN in lloT

Smaller Memory

Network Caches Footprint
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Named Data Networking (NDN)
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browser chat ...

File Stream ... Interest Data
. Name Name
Security
Selectors Metalnfo
Content (order preference, (content type,
publisher filter, freshness ell'/iod, )
chunks exclude filter, ..) periog, -
Strategy Nonce Content
. Signature
IP UDP P2P BCast ... (ScopeGlgtng IS ime) | [siEnaturgtype, key locator
g signature bits, ...)

copper fiber radio ...
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Scenario I: Data Retrieval
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Shortcomings for lloT
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Scenario I: Data Retrieval

» No Propagation from N Producers to 1 Consumer

Scenario II: Alarm Propagation

» No PUSH support
» No mechanism to deliver unsolicited data
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NDN loT vs IP loT

IP loT
» Pull / Push in application
(CoAP)
» Fragm. & Header Compr.
for higher goodput
» End-to-End retrans. with
lossy links

» End-to-End security on
transoprt layer

|nET

NDN loT
» Pull in network layer / no
Push

» Less protocol overhead
for application regs.

» Re-Interest may benefit
from cache hits

» Security on chunk level
(beneficial for caching)
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Publish — Subscribe Systems .né‘;

» Loose coupling (locality, temporal, synchronicity)
» Higher scalability
» N to M communication

Taxonomy

» Subscriber indicates interest in content

» Publisher produces content
» Pub-/Sub-System handles

» update notifications

» delivery of content from publisher to subscriber
» message caching

» QoS
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Routing Strategies
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Publish

Selective Event Routing
(Rendezvous-Based)
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How to Build a Publisher in NDN?

No Support for Unsolicited Data in NDN
Proposals:

» Interest Polling
» Interest Notification
» Long-Lived Interest
» PUSH Message
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pata (ACK)

31/37



S
2.

Interest Polling

Interest

pata (ACK)

Interest

31/37



3

Interest Polling
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Interest Notification ’{él
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[haw/BT72temp=17 °C @
Selectors
(order preference, publisher filter,
exclude filter, ...) @ @
Nonce
Guiders @
(scope, Interest lifetime)
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Interest Notification
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Interest
[haw/BT72temp=17 °C

Selectors
(order preference, publisher filter,
exclude filter, ...)

Nonce only 1. DATA(ACK) arrives

Guiders @
(scope, Interest lifetime)
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Interest Notification ’{él
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Interest

/haw/temp

temp=17°C

)

Selectors no cache hit

(order preference, publisher filter,
exclude filter, ...) ° .

Nonce

Guiders o temp?
(scope, Interest lifetime)

temp=17°C
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PUSH Message
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Characteristics

» New packet format

Shortcomings

» Needs flow control handling

» Popularity-based cache placement strategies are difficult
to realize
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Current Ideas and Decisions .né‘;

» publish translates to push and content replication
» content is cached off-path

» content replication eases routing efforts for subscribers

» more replications = less routing states
» more replications = higher QoS

» default routes from publisher to content caches reduce
routing state at publisher

» PANINI can provide prefix-specific default routes (Name
Collectors, NAC)
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Open Research Questions

Questions

» Which push strategy fits our need?
» Which proactive cache replication strategy to use?
» must be aware of content prioritization

» How to realize subscribe | unsubscribe?

» refresh subscription lifetimes
» subscription cleanup in case of faults

|nET
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Thanks for Listening!
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Any Questions?
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