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Recap: Internet in a Nutshell & Attacks e
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What is This Talk About?

How can you prevent your network from prefix hijacking?

How can you perform prefix origin validation?

What is the state of deployment of current countermeasures?

Why does the current web ecosystem challenges network security?

Why would you not deploy current security mechanisms in the backbone?
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Agenda

1. Problem space
2. Proposed IETF solutions
3. Tools: Monitoring RPKI deployment

4. RPKI and the web ecosystem
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YVERSTLE

RPKI
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Problem

Original Design Choice (RFC 4271)

BGP is based on trust between peers

Implications

Any BGP speaker can claim to own an IP prefix
Any BGP speaker can modify the AS path
Receiver of a BGP update cannot verify the correctness of the data

Compromise

Filtering
Considering data of the Internet Routing Registry

= This is not enough anymore!
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Protection Concepts

1. Prefix Origin Validation
- Mapping of IP prefixes and origin AS necessary
- Including cryptographic proof
- Prefix owner should be able to authenticate Origin AS(es)
- BGP router compares BGP update with mapping
2. Path Validation
- BGP path information are cryptographically secured
- Paths will be signed

Challenges
» Cryptographic operations are complex

 Minimal additional load at routers

In the following we concentrate on 1.
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Proposed Solution in the IETF

Resource Public Key Infrastructure (RPKI)

« System that allows to attest the usage of IP addresses and ASNs
(i.e., Internet resources)

« RPKIl includes cryptographically provable certificates

» Certificate hierarchy reflects
IP-/AS-allocation in the Internet

- Currently, each RIR creates a
self-signed root certificate

Statement ROA ROA ROA

Source: RIPE

* Implementation of the RPKI started January 2011
« All RIRs participate

HAW Hamburg, Xmas 2015 RiPKI: The Tragic Story of RPKI Deployment in the Web Ecosystem 10
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Routing Origination Authorization (ROA)

« Content of an ROA
« Set of IP prefixes with minimal and maximal (optional) length
* An AS number allowed to announce the prefixes
« End-Entity-Certificate

* ROA will be signed with the certificate of the RPKI

* Note: Multiple ROAs per IP prefix possible

Example: ~—_ _ )

Valid from

ROA 01/10/2012to  10.20.0.0/16-24 -> AS 123

01/10/2013 80.90.0.0/16-16 -> AS 123
+ E2E Cert

~— / S

AS 123 is allowed to announce network range 10.20.0.0/16 to 10.20.0.0/24 and
80.90.0.0/16 from 18t Oct. 2012 until 15t Oct. 2013

HAW Hamburg, Xmas 2015 RiPKI: The Tragic Story of RPKI Deployment in the Web Ecosystem 11
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Prefix Origin Verification & RPKI

Validation process consists of two steps

\

/
1. Validation of ROAs 2. Validation of BGP updates

« Performed at external cache * Performed at BGP router
» No additional cryptographic

operations necessary

o / - J

How does the RPKI data comes to the BGP router?

HAW Hamburg, Xmas 2015 RiPKI: The Tragic Story of RPKI Deployment in the Web Ecosystem 12
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RIPE RPKI
Repository

Validated Prefixes
& Origin ASNs

APNIC RPKI
Repository

Trusted RPKI/RTR-enabled
Global RPKI Local Caches Router
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TOOLS
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General objective
» Open source implementation of the RPKI-RTR client protocol in C

Details
* Fetch validated prefixes + origin ASes from RPKI cache
« Keep the routers validation database in sync

* Provide an interface between local database and routing daemon to access
validated objects

« Allow also for validation of BGP updates
 Conforms to relevant IETF RFCs/drafts

Applications

« Extending BGP daemons Quagga and BIRD
» Integration into CAIDA BGPstream

o +++
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Delay While Loading ROA Data

Motivation: Router bootstrapping, Cache-Server-Reset

Processing Time [s]
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RPKI MIRO [Demo@SIGCOMM’15]

» Open source tool to monitor and
explore RPKI repositories \ —

/ Resource Centificate Monitor x U "

 Modular architecture AT 3 e ST

RPKI Repository Browser — RPKiBrowser  Statistics  About

 Validator
Show Filter Clear Filter Show List View RIPE

2015-03-07 21:35:23.000663 UTC

N

. . + @ ripe-ncc-ta.cer ROA EE Certificate
° StatIStICS » @ D1314c89¢8803a127d62¢831310120220474b¢
® 102ed0852ea4b4700eae91a42e917e01e5349 Filename:  2AXGPGMZSWLYJSFNPMRITEMs}M.c0a
i B rowse r » @ 2425013¢508917bc 11917ddd423595bb72511¢ Location: rsync://rpki ripe. net/repository/RIPE/e5/d8d6ba-f95-4dc5-be98-67 1bee2bcc04/1/
. ® 2a2304103c4e807dae511d33008¢936920973¢ Yolicotion  IYSRED
. @ Ruc65KpbIQGAQydQ7x50l_IVgQ4.cer Errors: None
) I yp I C al u Se r S » @ XVOMrcsyqyGZbKnWjZmY2g-Fvw.cer Warnings: None
® QeQiMzCAgEBT-HwyJUaRHO0E!58 cer Validity 2015-01-01T01:21:29.000Z - 2016-07-01700:00:00.000Z
Period:
® VaXbVKUQriSTAWB1uCgE3QPXewl.cer
) R I RS ‘ AS Signing Time: 2015:01-01T01:21:29.000Z
@ waUAp3GOEmK_0AT2gP_UBGORIeY cer
ASN: AS48299

» @ KnMd92pdnJte2¢ob8inSAWUrYpso.cer

° P rovi d e rS @ mkOLG21dav_HKJfom0zh117EjHI cer

» @ QQhCRMUXWMS72ZEGLO!_SLtuyiS.cer

ASCH downioad

Max. Length

» @ UM4Xr2IdvSDLEJpNYATDEIMKI18 cer
[ ]
@ ZGA0ksxSG3B2Qpc70US3CWT 1hQg.cer
Researchers

+ @ PyDHy3BMKMFjstNglyV7gCEMfKc cer 3125144 0/21 21

) = 2AxGPGMzSJILYJBFNPMRITEMSM roa 22022600 /32 32

» @ PKRGD20_FemnU27kMFKA4QOT7ys.cer

31.25151.024 24
94.126.160.0/21 21

© tONUMBYDYQCZzZZPKYKYRYoPpjVU cer

* https://github.com/rpki-miro ooty
 http://rpki-browser.realmv6.org/
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RiPKI:
RPKI| & THE WEB ECOSYSTEM
[HOTNETS’15]
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Motivation )

Sy
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Exclusive protection by TLS is insufficient!

1. Compromised trusted CAs form I

«  DANE rarely deployed A’
2. Forged certificates =

[ —

Introducing Surface Book & Surface Pro 4
Lean more >

 DANE rarely deployed

« Extended Validation rarely deployed [IMC’11] = Il = n

« Leveraged by prefix hijacking [Black Hat’'15]
3. Blackholing

* Implemented by prefix hijacking

HAW Hamburg, Xmas 2015 RiPKI: The Tragic Story of RPKI Deployment in the Web Ecosystem 21
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Attacker Model (in the Web Ecosystem)

« Attacker is able to manipulate Internet routing
» Drop or forward redirected traffic to web server

Advantages compared to common DDoS attacks in the web
« DDoS and data manipulation are possible

» Attack does not need to affect all clients

 Web server is not aware of attack

HAW Hamburg, Xmas 2015 RiPKI: The Tragic Story of RPKI Deployment in the Web Ecosystem 22
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Objectives

Empirically explore the relationship
between web hosting infrastructure and
RPKI deployment (ROA creation).

Which web servers are secured by the RPKI?

HAW Hamburg, Xmas 2015 RiPKI: The Tragic Story of RPKI Deployment in the Web Ecosystem 23



Web Ecosystem

CDNs make web access faster.
But measurements and security more challenging.

HAW Hamburg, Xmas 2015 RiPKI: The Tragic Story of RPKI Deployment in the Web Ecosystem 24
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Challenges

* DNS resolution results may depend on the location
» DNS resolution is time-consuming
= We use stable, public ORDNS servers

« Embedded content
= This study focuses on landing page

» Selecting domain names
= Prefix www and w/o www

Akamai Server
Infrastructure

HTTP GET HTTP GET
XS 12331 < audi.com www.audi.corn AS 3320
(Audi) - - (DTAG)
HTTP Redirect % Content

www.audi.com www.audi.com

audi.com

HAW Hamburg, Xmas 2015 RiPKI: The Tragic Story of RPKI Deployment in the Web Ecosystem 25
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Overview: Measurement Methodology

Alexa List Public Resolvers

(1M domains) (e.g., GoogleDNS) RIPE RIS @

X S's oo

TopSites —— DNSQuery — Prefix Lookup —— RPKI Validation
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Side Result: Reducing Measurement Overhead?
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RPKI Validation Outcome for 1M Web Sites
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Popularity of CDNs Across Ranks
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Reasons for not Deploying RPKI

» Political reasons
* RIR are trust anchors
« Local law may instruct RIR to revoke certificates
 ROAs become invalid
« Qut of control of the operator

* Business reasons
* RPKI implements a positive attestation model
« |SPs have to add prefix-AS relation in advance

« Might conflict with business policies

« Cost and complexity reasons

HAW Hamburg, Xmas 2015 RiPKI: The Tragic Story of RPKI Deployment in the Web Ecosystem
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First Steps Towards Improved
Browsing Experience

Freie Universitat (/S 2 Berlin

= B

| Ed Welcome to Facebook - Log In, Sign ... X% Google

x]+| )

€ @ hitps://www.facebook.com

Connect with friends and the
world around you on Facebook.

See photos and updates from friends in News Feed.

Share what’s new in your life on your Timeline.

v C|[8-Goge A/ E- ¥ A

Sign Up

It’s free and alw _
First Name

Your Email

Re-enter Email

New Password

Birthdav

Google

€i=8UQrUTzd CAiLtQbviVHYZ

~ [l

/%, Find more of what you're looking fl ASN:

< ([}

AS Name:
IP Address:
BGP Prefix:

Validation Result:

32534

FACEBQOOK - Facebook, Inc.
2303:2880:2110:3f07:face:b00c:0:1
2a03:2880::/32

Valid

Google

Google Search I'm Feeling Lucky
ASN: 15165
AS Name: GOOGLE - Google Inc.
IP Address: 2a00:1450:4008:801::1013
BGP Prefix: 2a00:1450::/32
Validation Result: ~ Not found

¢/B-Goge A B~ & A

[¥ Toff ¥ MNotces ¥ Career ¥

« stay connected with
TELECOM's GSM NETWORK

+You

GSM Mobie B

ViebSMS

ADSL p—
yPhune seliCare ST Senves

Intebgent Network

VR Services

ASN: 23752

AS Name: INPTELECOM-NP-AS Nepal
Telecommunications Corporation, internet Services.
IP Address: 202.70.64.2

BGP Prefix: 202.70.64.0/24

Validation Result:  Invalid

r
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Conclusion

* RPKIl is one building block in securing e2e communication
 CDNs are hesitant in deploying RPKI, popular sites are less secure
« CDN content benefits from RPKI deployment in 3" party networks

Future research topics

* Improve web measurement methodology
« Accelerate DNS measurements ...

» Consider embedded content from external sites

* Improve securing web (content delivery) architecture

* Understand better why operators do not deploy security
« Deployment comparison with DNSSEC
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