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What is QUIC?

e Atransport protocol standardized in May
2021 providing built-in encryption

e UDP based but implements reliability and
congestion control

e QUIC connection can be maintained even
when the source address changes
because packets are linked to connections
using connection IDs (CIDs)

e Hides metadata from on-path observers
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Given metadata-hiding and encryption

Are passive measurements still a viable method?
What can we learn about deployments?
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Operators have strong feelings about active scanning

| [ INBOX - Alpine — O bt
File Edit Go Message Send Config Help
ALPIME 2.00 MESSAGE TEXT Falder: INBOX Meccage 104 39 of 108,030 ALL

Date: Sun, 19 Jun 2022 03:13:32 -0700

From: Ronald F. Guilmette <rig@tristatelogic.com:
To: nanog@nanog.ory

subject: Scanning the Internet for Vulnerahilities

I would like to solicit the opinions of network ocperators on the practice
of scanning all of . or large chunks of the internet for known vulnerabilities.

In earlier times, this was generallyv viewed as being distinctly anti-social
hehavior, but perhaps attitudes have changed relative to sarlier eras.
I would thus like to know how pecple feel about 1t now, 1n 2022,

Regards,
rfyg

P.5. Just to he clear, I personally have neither any desire nor any intent
to undertake such activity myself, nor am I in communiacation with any party
or parties that have such an intent or desire. I cannot however say that I
am unaware of any parties that may currently be involwved in such activities.

[ Hote: This message contains Eubpg BT GVt (= =il G deig e giifenil |
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Operators have strong feelings about active scanning
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... and may send love letters when scanned

Hello,

Stop this abusive host(s) (IP:_) of scanning my system(s).

The complete information to stop this abusive host(s)
(IP: ) is given ONLY by THIS report.
So don't ask further questions as THIS report gives you all informations in order to STOP this.

My systems are located within these ASNs:

The specific IPs are not given, as you do not need them.

See the attached firewall log, that is also given directly to LAW ENFORCEMENT AUTHORITIES.
(any times given in the logs are in UTC)

AND any replies will be dropped/rf I do not care what you are up to, but I do not allow unsolicited security scans on my network.

- Doing Portscanning without perm YOU are yet another arsehole so-called security researcher, along with the thousands of others.
- My personality has nothing to 9

“ccccccee---------------------- You are not to scan the following on any port:
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Our approach

Analyze QUIC traffic at a network telescope
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Our approach

Analyze QUIC traffic at a network telescope

Why QUIC?
Broad adoption.
(2025, 89% of Meta egress traffic is QUIC.)

Exposes additional information
(compared to UDP and TCP).
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Our approach

Why network telescope traffic?
Passive, non-intrusive.
Relatively easy to capture.

Analyze QUIC traffic at a network telescope

Why QUIC?
Broad adoption.
(2025, 89% of Meta egress traffic is QUIC).

Exposes additional information
(compared to UDP and TCP).
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Network telescopes capture scanner traffic

Scanners

Network Telescope
(e.g., 19 prefix)
Internet

Network telescopes capture unsolicited
traffic to a silent prefix.
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Network telescopes capture backscatter to spoofed Initials

Scanners

N

IP Address
Spoofing

Nk

Network Telescope
(e.g., 19 prefix)

Spoofer Victim

Internet

Network telescopes capture unsolicited
traffic to a silent prefix.
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Network telescopes capture traffic from misconfigured hosts

Scanners

IP Address
Spoofing

Spoofer Network Telescope
(e.g., 19 prefix)
' \

/] Internet

Misconfigured or
compromised hosts

Network telescopes capture unsolicited
traffic to a silent prefix.
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Network telescopes capture backscatter to spoofed Initials

Scanners
IP Address
Spooflng

Spoofer V'Ct'm Network Telescope

(e.g., 19 prefix)
B% Internet

Network telescopes capture unsolicited
traffic to a silent prefix.

Che”t IInitial :

DCID=51,

SCID=C1

Server

Initial:

DCID=C1,

SCID=52

Handshake:

DCID=C1,

SCID=52

k

Initial:

DCID=C1,

SCID=52

Handshake:

DCID=C1,

SCID=52

K
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QUIC backscatter consists of Initial,
Handshake and 1-RTT packets.

Whenever servers retransmit those
messages, we gain timing information.

(optional)

packet coalescence



Network telescopes capture backscatter to spoofed Initials

Client . | Server
Scanners :Inltlal : DCID=5S1, SCID=C1 -
P Address Initial: DCID=C1, SCID=52
Sp°°‘°‘”g Handshake: DCID=C1, SCID=S2

Q
o
D)
O =
R
Spoofer VICt'm Network Telescope Tg g
(e.g., 19 prefix) o 45
% Initial: DCID=C1, SCID=52 T 0
N Internet Handshake: DCID=C1, SCID=52 ||%
@l

Network telescopes capture unsolicited QUIC backscatter consists of Initial,
traffic to a silent prefix. Handshake and 1-RTT packets.

Whenever servers retransmit those

messages, we gain timing information.
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Measurement method and setup

Primary datasource

e

/9 + /10 UCSD We identify ...

Network Telescope ... servers of large content providers

... configuration of QUIC servers
... off-net servers

.. L7 loadbalancers/frontend clusters

1 month per year 2021-2025

1.7B QUIC packets
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Measurement method and setup

Primary datasource Verification (passive)
< ol
% NREN Internet
CESNET
/9 + /10 UCSD —
Network Telescope o
QUIC Flow
Collector

QUIC version o
Initial RTO - Verification of

# Retransmissions telescope observations

Structured CIDs
L7 loadbalancers

1 month per year 2021-2025| |1 month per year 2024-2025

2 Z0 7

1.7B QUIC packets
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Measurement method and setup

Primary datasource

e

/9 + /10 UCSD
Network Telescope

QUIC version
Initial RTO

# Retransmissions
Structured CIDs
L7 loadbalancers

2 2

<

Veré%cation (passive)

NREN Internet

CESNET

o

e’

QUIC Flow
Collector

- Verification of
telescope observations

Verification (active)

Qavuic
> >

Probe Meta
QUIC Servers

- Verification of
telescope observations

- Extension of sparse
data from the network
telescope

1 month per year 2021-2025

1.7B QUIC packets

L TUD

1 month per year 2024-2025

2022-2025

20,000 connections/VIP
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Measurement method and setup

Primary datasource

GO 1)
NREN Internet
CESNET

/9 +/10 UCSD =
Network Telescope o
QUIC Flow

Collector
QUIC version
Initial RTO
# Retransmissions
Structured CIDs
L7 loadbalancers

N\ 2

Verification (active)

Qavuic
> >

Probe Meta
QUIC Servers

- Verification of
telescope observations

- Extension of sparse
data from the network
telescope

1 month per year 2021-2025| |1 month per year 2024-2025

1.7B QUIC packets
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2022-2025

20,000 connections/VIP




Retransmission configurations of QUIC servers

105
90 —— Cloudflare —— Google —— Meta Meta off-net —— QOthers

75

60
45

0.0 08 16 24 3.2 40 48 56 6.4 72 80 88 96 104 112 120 12.8
Time between first Initial/Handshake Packets and subsequent Initial/Handshake Packets [s]

30
15
0

QUIC Connections [%]
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Retransmission configurations of QUIC servers

S

@ - Cloudflare —— Google  —— Meta Meta off-net = —— Others
S

v

=

§ Exponential backoff

- WA L LN a Sy

o 0T mEmmem S0 B o o 2 o e

le 24 3.2 40 48 56 64 ?2 80 88 96 104 112 120 12.8
Time between first Initial/Handshake Packets and subsequent Initial/Handshake Packets [s]

- Large content providers use exponential backoff
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Retransmission configurations of QUIC servers

i

105 1
90 A
75 1
60 -
45 -
30
15

0

- Cloudflare —— (Google  —— Meta Meta off-net = —— Others

< iyt

QUIC Connections [%]

0.0 08 16 24 3.2 40 48 56 6.4 ?2 80 88 96 104 112 120 12.8
Time between first Initial/Handshake Packets and subsequent Initial/Handshake Packets [s]

- Large content providers use exponential backoff
- Initial RTOs between 0.1s and 1s.

- # Retransmissions between 2-8

- Details depend on the content provider
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QUIC Connection IDs (CIDs)

0
].':

(half Byte, Nybble) ' max. length 20 bytes
KXXKKXXK. . XKXXKXXX
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Nybble Value

Structure of Server Connection IDs

oONOUVBABWNHO

-~DONT DO
[ T T T B I

6

o_
w—

Cloudflare Nybble Index Google Nybble Index

(half Byte, Nybble) '

L TUD

Cloudflare Google Meta

Al

|
HE
~v-AEEEEEEEEEEESE BN

912151821242730333639 0 2 4 6 8 10 12 14 0

6 8 10 12 14
eta Nybble Index

o_

M

0

]E

max. length 20 bytes
XXXXXXX... XXXXKXXX
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Nybble Value
D OONTOOOWONOOUVIAEWNHFHO
O S NS N L G |

Structure of Server Connection IDs

Cloudflare {1 Google g r ASes
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KXXKKXXK. . XKXXKXXX
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oONOUVBABWNHO

Nybble Value

Structure of Server Connection IDs

Cloudflare Google Meta Other ASes

-1 -H . o ETEEE 0.5

'I '- = ‘ ... 0.4

- -H = C HE 0'3

= -H = e | M '

- -H - ] 10,2

S - - EiE i - 0.1

- -H - ENEET B - 0.064

- -H e EEEET = - 0.063

= '. = . = ...-... - 0.062
9- -H = (i - HEEEE B L .
a- -H - i - HEEEEEE 0.05
b- -H 5 = - EEEEE N - 0.04
c- -H = il -1 EEEEEEE 0.03
d- - - i - H EE BN 0.02
€- -H - = - HEEEEER 0.01
f-l"l"I"I"l"l"l"l"l"l"l"l"l"l . L ERY JRNC Y [N ST N Y RSS! I R N —I ' [ |_| LR I —l -'-!-—_!- | RIS RS [ 0

0 3 6 912151821242730333639 2 4 6 8 10 12 14 0 6 8 10 12 14 0 2 4 6 8 10 12 14

Cloudflare Nybble Index Google Nybble Index Meta Nybble Index Others Nybble Index

Google migrates to
structured CIDs in 2023
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Nybble Value

Structure of Server Connection IDs

OLoOoONOUVAWNHO

a-

036

Cloudflare Nybble Index

L TUD

Cloudflare Google

912151821242730333639 2 4 6 8 10 12 14
Google Nybble Index

Google migrates to
structured CIDs in 2023

Meta

T
T
i

Host ID

6 8| 1p 12 14 0
Meta Nybbl¢ InHex

Process ID
Worker ID

SCID Version
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Nybble Value

Structure of Server Connection IDs

Cloudflare Google Meta Other ASes
0-] -H - -5 EREEE 0.5
1 -| '- 2 ‘. ... L [ 0.4
2- -H = -3  EEEN '
3- -l . -5 | EHE 0.3
4 - '. - ". . .. | 3 - 0.2
S - -H - - EEEEE = - 0.1
6 - -H - - EEEEE B - 0.064
7- -H e - EEEERTHE - 0.063
i = — - -7 HNEEEEE - 0.062
9- -H - - HEEEE B '
a- - - - HEEENEN [ 0.05
b- ‘= - - EEEEE N - 0.04
C- -H - - EEEE B .- 0.03
T -H - - EEEEEEN - 0.02
e- - - - EEEEEEE [0,01
f—l"I"I"I"I"l"l"l"l"|"|"l"l"l " L L Y A R R R I R B e D T -I -!-!-f'!' | GRS RIS [ 0
0 3 6 912151821242730333639 2 4 6 8 10 12 14 6 8| 1p 12 14 0 2 4 6 8 10 12 14
Cloudflare Nybble Index Google Nybble Index Meta Nybbl¢ InHex Others Nybble Index
Google migrates to Documented in Meta’s QUIC Implementation:
structured CIDs in 2023 SCIDv1, SCIDv2, SCIDv3
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Migration to a new load balancer configuration

100 -+

a0 ] — SCIDv1

60—: SCIDv?2 \ /-\ /\

40 - ” 7

20-_
0 -

Connections [%]

2023 2023 2023 2023 2023 2023 2023 2023 2023
07-14 07-16 07-18 07-20 07-22 07-24 07-26 07-28 07-30

Time YY MM-DD [1d]

- We observe the migration process of Meta from SCIDv1 to SCIDv2 entirely passively
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Detecting off-net servers

_ ] Fi-score
Fingerprint on-net deployments:
. Classifier 2022 2023 2024 2025
e Typical packet lengths
e Packet coalescence Meta Oﬁ"ﬂEt SCIDv1 0.98 0.98 - -
e Retransmission intervals Meta Off-net SCIDv2 - - 098 0.99
e SCID structure Google SCIDv1 0.17 089 0.79 0.77
Google SCIDv2 0.12 038 0.8 0.78
SCID structure has the best F, score
to detect off-net deployments. Verified by SANs in TLS certificates

Other properties also have high TPR,
but an increased FPR.
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Hypergiant frontend cluster deployment

T (@) VIPX

» actively used?

: « (6) Content
: ' available?

(1) A record:
' request

L7LB (VIP X, Host ID 1

clent U@ Eqiakeost T [T

:multipath (ECMP): !

L7LB (VIP X, Host ID 2

(5) Consistent 1
hashing (5-tuple)

)

)
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How to collect all unique host IDs of a VIP

- We probe Meta TT@VIPX " (6) Content
. ! i 2. g ilable?
servers to determine actvely used? 2eallable
the number of Host

IDs (#L7LBs). &
L4LB L7LB (VIP X,
- We connect 20,000 <A
times to each Meta ‘Qy )\/
IPv4 address. | : LALB L7LB (VIP X, |
Client " (3) Equarcost [~ '(5) Consistent
- We group the hOSt IDS multipath (ECMP): ' hashing (5-tuple)

into frontend clusters.
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Meta cluster sizes per country
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Meta cluster sizes per country

I Africa [0 Asia [ Europe [ North America [ Oceania M South America

- Median cluster size in Asia is larger than on any other continent
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Meta cluster sizes per country

I Africa [0 Asia [ Europe [ North America [ Oceania M South America
600 -

500 -
* 400 1
300 -

Host IDs [

- Median cluster size in is larger than on any other continent
- 29% of all host IDs in 2023 are contained in the telescope backscatter

' TUD Waiting for QUIC: Passive Measurements to Understand QUIC Deployments « Jonas Mucke et al. « Slide 34



Conclusion

Network telescopes can provide details of large More results in our paper,
content provider deployments, even facing e.d., denial of service mitigations
metadata-hiding protocols such as QUIC. QUIC Baployments T iesrements to Understand
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Conclusion

Network telescopes can provide details of large
content provider deployments, even facing
metadata-hiding protocols such as QUIC.

Fingerprinting on-net deployments allows
inference nf aff-net denlaovment< at hinh acciiracv

Hypergiant
Akamai Amazon Apple Cloudflare Fastly Google Meta Microsoft
First backscatter visible 2023 2022 2022 2021 2023 2021 2021 2022
Coalescence v v v v v v X v
€ Structured SCIDs v v v v v v v v
§ Retry observed X b 4 X v X b 4 X v
L7 load balancers n/a n/a n/a n/a n/a n/a v n/a
SCID length 20B 20B 20B 20B 17 B 8B 8B 14/20 B
Initial RTO ls 03s 1s 1s 02s 03s 0.1s 1s
Mean # retransmissions 2.1 4.0 2.7 1.5 6.0 3.4 7.5 1.3

1 year of detailed QUIC flow data
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More results in our paper,
e.qa., denial of service mitigations
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Backup



Limitations

Scanners

N
IP Address
Spoofing
Spoofer E st Network Telescope
(e.g., 19 prefix)
N

7 Internet

Misconfigured or
compromised hosts

- Our method depends on QUIC traffic
from scanners and attackers.
TCP backscatter is visible for more than
25 years. We expect similar behavior.

- Backscatter depends on attack target
behavior, e.g., attack mitigations,
filters, ...

- We analyze flow records from the past
2 years due to recent implementation.

- Only information from QUIC packets
at the beginning of a connection can
be decoded, later packets are encrypted.
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VIPs from source network in backscatter

Most Backscatter Observations

Subsequently subsumed as Others

VIPs from Source Network [#]  L7LBs [#] VIPs from Source Network [#]
Year Cloudflare Google Meta Meta Akamai Amazon Apple Fastly Microsoft Others
2021 33 1,790 167 4,273 - 1 - - - 604
2022 78 1,655 246 7,145 11 2 2 - 14 677
2023 359 2,769 350 12,048 258 115 33 19 51 1,623
2024 151 1,681 514 20,744 431 40 335 20 41 1,112
2025 250 2,042 637 22,527 396 124 331 51 61 1,290
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Clients migrate to QUICv1 in 2022

Client versions (scanners)

B QUICv1 B draft-32
N QUICv2 Bl draft-29
BN Google QUIC W draft-27
B Meta mvfst

111l

2021 2022 2023 2024 2025
Year of Telescope Traffic

[
o
o

Client Version [%]
N R Y
o o © & o
| | | |
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Clients migrate to QUICv1 in 2022

Client versions (scanners)

B QUICv1 B draft-32
N QUICv2 Bl draft-29
BN Google QUIC W draft-27
B Meta mvfst

100
80 -
60 -
40 -
20 -

.

2021 2022 2023 2024 2025
Year of Telescope Traffic

Client Version [%]
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Clients and servers migrate to QUICv1 in 2022

L TUD

Client versions (scanners)

Bl QUICv1 BN draft-32
e QUICV2 Bl draft-29
BN Google QUIC i draft-27

Bl Meta mvfst

100
80 -
60 -
40 -
20 -

.

2021 2022 2023 2024 2025
Year of Telescope Traffic

Client Version [%]

Server versions (Backscatter)

Server Version [%]

BN QUICv1 Bl draft-29
Google Bm draft-24
I
QUIC Version
Meta Negotiation

mvfst

111l

2021 2022 2023 2024 2025
Year of Telescope Traffic
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Clients and servers migrate to QUICv1 in 2022

Client versions (scanners) Server versions (Backscatter)
Bl QUICv1 BN draft-32 BN QUICv1 Bl draft-29
N QUICv2 Bl draft-29 Google B draft-24

I
QUIC Version

Meta Negotiation
mvfst

100
80 -
60 -
40 -
20 -

.

2021 2022 2023 2024 2025
Year of Telescope Traffic
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Network telescopes capture backscatter to spoofed Initials

Scanners —
IP Address
Spooﬂng
Network Telescope
(e.g., 19 prefix)

Internet

Network telescopes capture unsolicited
traffic to a silent prefix.
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Client

Initial:

DCID=

p)

SCID=C1

TR

QUIC scans consist of Initial packets.

They convey version information and
connection IDs.



After migration to Meta SCIDv2 host IDs are reused

Until 2023 Migration in 2023
- In 2023, host IDs are globally unique - Host IDs are reused across clusters
= 31,733 unique host IDs = 4,193 unique host IDs
- Host IDs indicate the number of L7LBs. - Total number of L7LBs doesn’t change
- Multiple VIPs form a cluster, when they Cluster structure changes in 2024

share at least one host ID. . .
- Number of clusters increases while the

- Each cluster is placed in one /24 prefix. number of VIPs per cluster decreases.

- VIPs forward to all L7LBs of that cluster.
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Inferred QUIC Stack Configurations (2025)

Hypergiant
Akamai Amazon Apple Cloudflare Fastly Google Meta Microsoft
First backscatter visible 2023 2022 2022 2021 2023 2021 2021 2022
Coalescence v v v v v v X v
S Structured SCIDs v v v v v v v v
é Retry observed X X X v X X X v
® L7 load balancers n/a n/a n/a n/a n/a n/a v n/a
SCID length 20 B 20 B 20 B 20 B 17 B 8 B 8 B 14/20 B
Initial RTO 1s 0.3s 1s 1s 0.2s 03s 0.1s 1s
Mean # retransmissions 2.1 4.0 2.7 1.5 6.0 3.4 7.5 1.3
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QUIC packet types

Relative number of packets from source network per year [%]

Cloudflare Google Meta Others
QUIC Packet Type ‘21 °22 23 24 °25 °21 °22 23 24 °25 °21 °22 °23 24 25 21 22 °23 24 °25
Initial 42 56 54 49 45 34 23 7 9 35 65 48 47 43 47 69 46 33 36 43
Handshake 28 41 43 42 44 21 24 26 34 33 35 52 53 57 53 29 43 41 40 41
0-RTT - - - - - 2 <1l <«1- - - - - - -1 <1 <1 <1 -
Retry - - - -3 - - - - - o o o o - <1<l <l <l <l
Version Negotiation - - - <«1- - - - - - - - - - - - 3 <13 1
Colaesced Packets
Initial+Initial 0 - - - - - - - - - - - - - - <1 - <1 - -
Initial+Handshake 10 3 3 8 9 44 53 67 57 32 - - - - - 1 9 26 20 14
Handshake+Handshake 10 - - - - - - - - - - - - - - <1 - - - -

' TUD Waiting for QUIC: Passive Measurements to Understand QUIC Deployments ¢ Jonas Mucke et al. « Slide 49



Hypergiant frontend cluster deployment

L TUD

On-net deployment Hypergiant AS

@) VIP X

» actively used?

(6) Content
available?

L7LB (VIP X, Host ID

Client ' (3) Equal-cost P

L7LB (VIP X, Host ID

(5) Consistent
hashing (5-tuple)

:multipath (ECMP):

3rd party AS

Off-net deployment

Waiting for QUIC: Passive Measurements to Understand QUIC Deployments ¢ Jonas Mucke et al. « Slide 50




	Folie 1: Waiting for QUIC: Passive Measurements  to Understand QUIC Deployments
	Folie 2: What is QUIC?
	Folie 3: Given metadata-hiding and encryption
	Folie 4: Operators have strong feelings about active scanning
	Folie 5: Operators have strong feelings about active scanning
	Folie 6: … and may send love letters when scanned
	Folie 7: Our approach 
	Folie 8: Our approach 
	Folie 9: Our approach
	Folie 10: Network telescopes capture scanner traffic
	Folie 11: Network telescopes capture backscatter to spoofed Initials
	Folie 12: Network telescopes capture traffic from misconfigured hosts
	Folie 13: Network telescopes capture backscatter to spoofed Initials
	Folie 14: Network telescopes capture backscatter to spoofed Initials
	Folie 15: Measurement method and setup
	Folie 16: Measurement method and setup
	Folie 17: Measurement method and setup
	Folie 18: Measurement method and setup
	Folie 19: Retransmission configurations of QUIC servers
	Folie 20: Retransmission configurations of QUIC servers
	Folie 21: Retransmission configurations of QUIC servers
	Folie 22: QUIC Connection IDs (CIDs)
	Folie 23: Structure of Server Connection IDs
	Folie 24: Structure of Server Connection IDs 
	Folie 25: Structure of Server Connection IDs 
	Folie 26: Structure of Server Connection IDs 
	Folie 27: Structure of Server Connection IDs 
	Folie 28: Migration to a new load balancer configuration
	Folie 29: Detecting off-net servers
	Folie 30: Hypergiant frontend cluster deployment
	Folie 31: How to collect all unique host IDs of a VIP 
	Folie 32: Meta cluster sizes per country
	Folie 33: Meta cluster sizes per country
	Folie 34: Meta cluster sizes per country
	Folie 35: Conclusion
	Folie 36: Conclusion
	Folie 37: Backup
	Folie 38: Limitations
	Folie 39: VIPs from source network in backscatter
	Folie 40: Clients migrate to QUICv1 in 2022
	Folie 41: Clients migrate to QUICv1 in 2022
	Folie 42: Clients and servers migrate to QUICv1 in 2022
	Folie 43: Clients and servers migrate to QUICv1 in 2022
	Folie 46: Network telescopes capture backscatter to spoofed Initials
	Folie 47: After migration to Meta SCIDv2 host IDs are reused 
	Folie 48: Inferred QUIC Stack Configurations (2025)
	Folie 49: QUIC packet types
	Folie 50: Hypergiant frontend cluster deployment

