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Motivation



Motivation

Context
Many applications in IoT use parameters that need to be changed

at runtime.

• Authentication credentials

• Sampling rate of a measurement

• LED color

Problem
RIOT does not provide an API for runtime parameters.

⇒ Each application has to implement its own runtime

configuration strategy.

⇒ Unnecessary and redundant implementation effort
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Solution: RIOT-Registry



Solution: RIOT-Registry

Registry to manage configurations of RIOT modules and

applications

• Based on previous work by Leandro and José et al

(RIOT PR 10622 and 10799)

• Contains predefined schemas for common configuration

scenarios

• Configuration parameters are identified via int path:

root group id/schema id/instance id/(\d+/)*parameter id

• Optional:

• Persistent storage of configuration values

• Local access via USB/UART (CLI, etc.)

• Remote access via (CoAP, LwM2M, MQTT, etc.)
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Architecture: Overview

«config manager»

MCUMgr (mgmt)

UDPBLESerial
«config manager»


CORECONF


CoAP

«component»

Runtime Configurations

«component»

Registry API

«config manager»

LWM2M


CoAP

Basic Configuration Managers

«config manager»

Config CLI (Riot Shell)

Serial

«config manager»

CoAP


UDP

«config manager»

MQTT


TCP

Applications / Drivers

«application»

My app

«driver»
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«driver»
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Advanced Configuration Managers with
custom schemas
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Architecture: Registry Components

«component»

Registry API

«schema»

My app

«schema»

LED Strip



Registry

/app /sys

«driver»

WS2812

«driver»

SK6812

«application»

My app

«storage facility»

EEPROM

«storage facility»

FAT

«driver»

EEPROM

«driver»
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instance instance- x, y, z
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Architecture: Registry Path

• Unique path to a parameter or group.

• Array of int32

• root group id/schema id/instance id/(\d+/)*parameter id

Root Group ID

int32

int32

Registry Path

Array<int32>

root_group_id

schema_id

instance_id

path

<Enum>

Root Group ID


SYS = 0

APP = 1
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Architecture: Registry Type

• Enum containing

information about the type

of a configuration value

string

bool

float32

float64

uint8 int8

uint16

uint32

uint64

int16

int32

int64

<Enum>

Registry Type
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Architecture: Registry Value

• Contains the value of a

configuration parameter

• Value is encoded depending

on the type

Registry Type

void *

int

Registry Value

type

buf

buf_len
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Architecture: Configuration Schemas

• Interface between the RIOT Registry and modules / apps

• Defines configurable parameters and their types

• Does not contain actual parameter values, but points to a list

of instances

• get/set configurations of a given instance
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Architecture: Configuration Schemas: Data Model

int32

string

string

Schema

callback


callback


param_id instance Schema
Instanceint32 buf void *

param_id instance Schema
Instanceint32 val void *

Schema Item

union

Array<Schema Item>

items typeArray<Schema
Item>

Group Parameter

id

name

description

items

set

get

Registry Type

int32

string

string

id

name

description

value

string

void *

Schema Instance

name

data

callback
 path Registry Pathcommit_cb

List<Schema Instance>instances
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Architecture: Configuration Schemas: Code Example

led.c

led.h
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Architecture: Schema Instance: Code Example
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Architecture: Storage Facilities

• Load/store configurations from/to storage

• Data conversion to a suitable format (cbor / json / etc.)

• Multiple storage facilities for reading

• One storage facility for writing
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Architecture: Storage Facilities: Data Model

Store

Store

load

save_start

save_end

save callback


callback


store path value Registry Value

callback


callback


Store Instance

itf

void * (fs_mount etc.)data

Registry Path

store pathStore Instance cb function(Registry
Path, Registry Value)Registry Path

store

store

Store Instance

Store Instance

Store Instance
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Architecture: Storage Facilities: Code Example

vfs store.h

main.c
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API



API

Basic API Schema Setup API

get set

commit export

load save

register_schema register_schema-

_instance

Store Setup API

register_store_src register_store_dst
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API: Get

Api

Name

Registry Value * path Registry Pathget

ParametersReturns

Get a value of a parameter

Description

Flow
registry_get_value(
    "sys/rgb_led/0/red"
)

Search for "rgb_led"
configuration schema


in "sys" root group

No

YesFound cs

Return
ENOTFOUND

cs->get(
    "red", si
)

No

Return
ENOTFOUND

Yes Return value 

of "red"

ValidSearch for "0" schema
instance

No

YesFound si

Return
ENOTFOUND
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API: Set

Api

Name ParametersReturns Description

intset path Registry Path value Registry Value Set a value of a parameter

Flow
registry_set_value(
    "app/config/0/foo", "bar"
)

Search for "config"
configuration schema


in "app" root group

No

YesFound cs

Return
ENOTFOUND

cs->set(
    "foo", si, "bar"
)

No

Return
ENOTFOUND


or EINVAL

Yes Set value of "foo" to
"bar"

ValidSearch for "0" schema
instance

No

YesFound si

Return
ENOTFOUND
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API: Commit

Api

Name ParametersReturns

Apply changes from "set/get"intcommit

Description

path Registry Path

Flow
registry_commit(
    "sys/rgb_led/0"
)

Search for "rgb_led"
configuration schema


in "sys" root group

No

YesFound cs

Return
ENOTFOUND

si->commit_cb(
    "sys/rgb_led/0"
)

Configuration
changes for

"sys/rgb_led/0" take
effect 

Search for "0" schema
instance

No

YesFound si

Return
ENOTFOUND
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API: Export

Api

Name

intexport path Registry Path callback Export Callback

ParametersReturns

Export available parameters by path

Description

intExport
Callback

path Registry Path schema Schema
Handle export of a specific parameter

instance Schema
Instance

value Registry Valuemeta Schema Item

Flow

Search for "config"
configuration schema


in "app" root group

No

YesFound cs

Return
ENOTFOUND

All configuration
parameters are exported

Search for "0" schema
instance

No

Yes

Found si

Return
ENOTFOUND

registry_export(
    "app/config/0",
    my_export_function
)

my_export_function(param, value)

Foreach config
parameter in cs as


param

value = cs->get(param.id)
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API: Load

Api

Name ParametersReturns

Load parameter values from storageintload

Description

path Registry Path

Flow

registry_store_load(

    "sys"
)

Call storage_facility->load(

    path
)

All configurations are loaded from storageregistry_set_value(key, value)
Foreach stored
configuration as


{key, value}
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API: Save

Api

Name ParametersReturns

Save parameter values to storageintsave

Description

path Registry Path

Flow

registry_store_save(

"sys/rgb_led"


)

All configurations included in the "sys/rgb_led"
path are saved to the storage

registry_export(

    path,
    storage_facility_dst->store()
)
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API: Setup Schema

int

int

root_group_id Root Group ID

root_group_id Root Group ID schema_id int

ParametersReturns

register_schema_instance

register_schema Register configuration schema

Add instance to configuration schema

DescriptionName
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API: Setup Store

void

void

src Registry Store

register_store_dst

register_store_src

dst Registry Store

Name ParametersReturns

Register store to write data to

Register store to read data from

Description
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Reasoning behind certain API

decisions



Reusable schemas vs. per module schemas

Reusable

• Less redundant work for same purpose modules

• External configuration managers don’t need a mapping for

each module

• Slightly higher effort at first (Schemas need to be specified

carefully to avoid future breaking changes)

Per Module

• Easier implementation for module developers
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Integer- vs. String Path

Integer Path

• Smaller payload (except for very short strings)

• Easier to process

• Straightforward to work with through documentation or smart

management tools that harness the ”name” and ”description”

fields

String Path

• Possibly human readable (even without documentation)
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External Configuration Managers



LwM2M Integration

• Modern IoT protocol for remote configuration management

• Specifies object models (schemas) for common configuration

scenarios

• Client server model

• LwM2M server knows data structures of specified objects

(Object-Model)

• LwM2M client connects itself to the server and communicates

which objects it implements

• Configuration Parameter Identification:

Integer Path: object id/instance id/parameter id
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LwM2M Integration

R
IO

T 
D

ev
ic

e

LwM2M Server

LwM2M / COAP

set 3420 / 0 / 0 to #ff00ff

No
Found 

object

3420

Yes

RIOT Registry

registry_set_uint8([0, 1, 0, 0], 255)

registry_set_uint8([0, 1, 0, 1], 0)
registry_set_uint8([0, 1, 0, 2], 255)


registry_commit([0, 1, 0])
results

All 

results 


>= 0

No
Yes

Lw
M

2M
 C

lie
nt

O
bj

ec
t 3

42
0

receive

send 404COAP 404

send 204
COAP 204

convert hex color to rgb uint8 values:

#ff00ff => 255, 0, 255


Convert LwM2M data to match the RIOT Registry

SYS / rgb_led / Instance 0 / { red | green | blue}

send 4??
COAP 4??
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MQTT Integration

R
IO

T 
D

ev
ic

e 
7

device_7 / sys / rgb_led / 0 / red -> 27

RIOT Registry

registry_set_uint8([0, 4, 0, 0], 27)


SYS / rgb_led / Instance 0 / red M
Q

TT
 C

lie
nt

receive

device_7 / sys / rgb_led / 0 / red -> 27

MQTT Broker
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Future Work

Next

• Specify system schemas (e.g. rgb led, IEEE802154)

• Expose registry through CoAP API

• Expose registry through MQTT API

Next Next

• Integrate system schemas into modules (e.g. rgb led for

ws28x)

• Implement LwM2M integration for all relevant object models

(e.g. 3420 − > rgb led)
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Live Demo
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