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How can an Attacker Try to

Hijack Your IP Prefix? 10.20.0.0
You

AS 123 announces IP prefix 10.20.0.0/16 AS 123
Me

Receive a BGP update with
path 123, 10, 20, 567

Attacker
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How can an Attacker Try to
Hijack Your IP Prefix?

You
AS 123 announces IP prefix 10.20.0.0/16

Me

Receive a BGP update with
path 123, 10, 20, 567
Receive a BGP update with
path 9, 20

Attacker
Announces 10.20.0.0/16
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How can an Attacker Try to
Hijack Your IP Prefix?

You
AS 123 announces IP prefix 10.20.0.0/16

Me

Receive a BGP update with
path 123, 10, 20, 567
Receive a BGP update with
path 9, 20

Receive a more specific prefix

Attacker
Announces 10.20.0.0/16
Announces 10.20.30.0/24

Prof. Dr. Thomas C. Schmidt
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Hijacks in the Real World?
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Problem

BGP is based on trust between peers

Implications
Any BGP speaker can claim to own an IP prefix
Any BGP speaker can modify the AS path

Receiver of a BGP update cannot verify the
correctness of the data

Compromise

Filtering

Considering data of the Internet Routing Registry
= This is not enough anymore!

Prof. Dr. Thomas C. Schmidt 10



> >

MBURG

Protection Concepts

1. Prefix Origin Validation
— Mapping of IP prefixes and origin AS necessary
— Including cryptographic proof

— Prefix owner should be able to authenticate Origin
AS(es)

— BGP router compares BGP update with mapping
2. Path Validation

— BGP path information are cryptographically secured
— Paths will be signed hop-wise
- BGP routers validate hops

3. Path Validation Based on Provider Authorization

— BGP path relations are authorized by ASes
— BGP router compares update with authorization object

Prof. Dr. Thomas C. Schmidt 11
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Protection Concepts

1. Prefix Origin Validation
RPKI: Resource Public  — Mapping of IP prefixes and origin AS necessary

— Including cryptographic proof
Key Infrastructure — Prefix owner should be able to authenticate Origin

RFCs 6480, 6811 AS(es)
— BGP router compares BGP update with mapping

2. Path Validati
BGPsec: Secure BGP ath Validation |
RFEC 8205 — BGP path information are cryptographically secured

— Paths will be signed hop-wise
- BGP routers validate hops
ASPA: AS Provider 3. path validation Based on Provider Authorization

Authorization — BGP path relations are authorized by Ases
draft-ietf-sidrops-aspa-verification — BGP router compares update with authorization object

Prof. Dr. Thomas C. Schmidt 12
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Who can provide proof of correctness?

— BGP signals are complex

— AS-paths are difficult to assess
Cryptographic operations are complex

— Minimize additional load at routers

— Aim for offline verification
Changing BGP is difficult

— Compatibility is King

— Deployment of new functions is tedious

13



Challenges

RPKI and ASPA
enrich BGP router
decisions by
externally verified
crypto-objects
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Who can provide proof of correctness?

— BGP signals are complex

— AS-paths are difficult to assess
Cryptographic operations are complex

— Minimize additional load at routers

— Aim for offline verification
Changing BGP is difficult

— Compatibility is King

— Deployment of new functions is tedious
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Challenges

RPKI and ASPA
enrich BGP router
decisions by
externally verified
crypto-objects

BGPsec extends
BGP and requires
crypto-verification at
routers

Prof. Dr. Thomas C. Schmidt
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Who can provide proof of correctness?

— BGP signals are complex

— AS-paths are difficult to assess
Cryptographic operations are complex

— Minimize additional load at routers

— Aim for offline verification
Changing BGP is difficult

— Compatibility is King

— Deployment of new functions is tedious

15



HAW
HAMBURG

Validating the prefix origins

RPKI

Prof. Dr. Thomas C. Schmidt 16
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Resource Public Key Infrastructure (RPKI)

System that allows to attest the usage of IP
addresses and ASNSs (i.e., Internet resources)

RPKI includes cryptographically provable
certificates

! !
Member Certiicate R A we = Certificate hierarchy reflects IP-/AS-allocation

e in the Internet

Statement = ™ ™ Currently, each RIR creates a self-signed root
certificate

Implementation of the RPKI started January ‘11
All RIRs participate

Source: RIPE

Prof. Dr. Thomas C. Schmidt 17
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Routing Origination Authorization (ROA)

Content of a ROA
— Set of IP prefixes with minimal and maximal (optional) length
— An AS number allowed to announce the prefixes
— End-Entity-Certificate

ROA will be signed with the certificate of the RPKI

Note: Multiple ROAs per IP prefix possible
Example: Valid from

10.20.0.0/16-24 -> AS 123

01/10/2020
ROA | 80.90.0.0/16-16 -> AS 123
01/10/2023

- E2E Cert s —

AS 123 is allowed to announce network range 10.20.0.0/16 to 10.20.0.0/24 and 80.90.0.0/16
from 15t Oct. 2020 until 15t Oct. 2023

Prof. Dr. Thomas C. Schmidt 18
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RPKI & ROA

All certificates including ROAs will be published in RPKI repositories
—Each RIR (including RIPE NCC ;) operates one
- 1SPs can maintain their own repository
— Information of all repositories describe the overall picture

Check if AS is allowed to announce IP prefix
= check the corresponding ROA

— Corresponding ROA will be determined based on CIDR
— ROA needs cryptographic verification
— ROAs implements a positive attestation

— If a ROA for a prefix exists, announcements of all origin ASes that are not
included will be considered INVALID

Prof. Dr. Thomas C. Schmidt 19



Current Deployment:
# IP prefixes in ROAs

< rAfriNIC PNIC RIN LACNIC rRIPENCC

This graph shows the total amount of distinct IPv4 prefixes found in the ROAs

IPv4 prefixes in ROAs
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This graph shows the total amount of distinct IPv6 prefixes found in the ROAs

IPV6 prefixes in ROAs
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Prefix Origin Verification & RPKI

Validation process consists of two steps

4 ) 2 )
1. Validation of ROAs 2. Validation of BGP updates

« Performed at external cache N« Performed at BGP router
« No additional cryptographic

operations necessar
\_ Y, \_ P Y Y,

IETF “RPKI/RTR protocol” manages push of valid ROAs from cache to BGP router
— Implementations for Cisco and Juniper available
— Open Source BGP daemons on the way

Evaluation result of BGP update: VALID, INVALID, NOT_FOUND
— Combine the outcome with BGP policies

Prof. Dr. Thomas C. Schmidt 21



Architecture Overview

RIPE RPKI
Repository

Validated Prefixes
& Origin ASNs

APNIC RPKI
Repository

Trusted RPKI/RTR-enabled
Global RPKI Local Caches Router

Prof. Dr. Thomas C. Schmidt
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Validation Outcome

Validation of an ASN/Prefix pair against RPKI results in either

Valid

If at least one valid ROA exists that covers the announced
prefix and matches the BGP origin AS, with max length less
or larger than the BGP prefix length

Invalid

If no covering ROA matches the BGP origin AS or the
announced prefix is more specific

Not Found
If no covering ROA exists

Prof. Dr. Thomas C. Schmidt 23



Validation Outcome - Examples

Prof. Dr. Thomas C. Schmidt

RPKI enabled Router

Validated Prefixes & Origin ASNs
from RTR Cache

ASN Prefix

100

200 50.60.70.0/24
200 50.60.70.0/24

10.20.0.0/16

MaxLen
24
32
28

Received BGP Updates and
validation outcome

ASN Prefix

100
100
100
200
300

10.20.0.0/16
10.20.0.0/18
10.20.5.0/28
10.20.0.0/16
1.2.0.0/16

Validation outcome
Valid
Valid
Invalid
Invalid
Not found

HAW
HAMBURG
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Validation Outcome - Examples

Prof. Dr. Thomas C. Schmidt

RPKI enabled Router

BGP
Session

5121

S 680

Validated Prefixes & Origin ASNs
from RTR Cache

ASN Prefix MaxLen
100 10.20.0.0/16 24 ]
200 50.60.70.0/24 32
200 50.60.70.0/24 28

Received BGP Updates and
validation outcome

ASN Prefix Validation outcome
100 10.20.0.0/16 Valid
100 10.20.0.0/18 Valid
100 10.20.5.0/28 Invalid
200 10.20.0.0/16 Invalid

300 1.2.0.0/16 Not found

HAW
HAMBURG
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Validation Outcome - Examples
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RPKI enabled Router

Validated Prefixes & Origin ASNs
from RTR Cache

ASN Prefix

100

200 50.60.70.0/24
200 50.60.70.0/24

10.20.0.0/16

MaxLen
24
32
28

Received BGP Updates and
validation outcome

ASN Prefix Validation outcome
100 10.20.0.0/16 Valid

100 10.20.0.0/18 Valid

100 10.20.5.0/28 Invalid |

200 10.20.0.0/16 Invalid

300 1.2.0.0/16 Not found
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Validation Outcome - Examples

Prof. Dr. Thomas C. Schmidt

RPKI enabled Router

Validated Prefixes & Origin ASNs
from RTR Cache

ASN Prefix

100

200 50.60.70.0/24
200 50.60.70.0/24

10.20.0.0/16

MaxLen
24
32
28

Received BGP Updates and
validation outcome

ASN Prefix Validation outcome
100 10.20.0.0/16 Valid

100 10.20.0.0/18 Valid

100 10.20.5.0/28 Invalid

200 10.20.0.0/16 Invalid J

300 1.2.0.0/16 Not found
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Validation Outcome - Examples
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RPKI enabled Router

Validated Prefixes & Origin ASNs
from RTR Cache

ASN Prefix

100

200 50.60.70.0/24
200 50.60.70.0/24

10.20.0.0/16

MaxLen
24
32
28

Received BGP Updates and
validation outcome

ASN Prefix Validation outcome
100 10.20.0.0/16 Valid

100 10.20.0.0/18 Valid

100 10.20.5.0/28 Invalid

200 10.20.0.0/16 Invalid

300 1.2.0.0/16 Not found

HAW
HAMBURG

28



HAW
HAMBURG

Zero-day Measurements: Valid vs. Invalid BGP Upd;tes

Unique Prefix Updates [#]

Prof. Dr. Thomas C. Schmidt
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Zero-day Measurements: Valid vs. Invalid BGP Updates

Unique Prefix Updates [#]

Prof. Dr. Thomas C. Schmidt

Januar 2012
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really hijacks??

30



> >

MBURG

Some Common Pitfalls - Examples

Case 1: Missing Customer (or Sibling) Legitimation

ROA created: 12.0.0.0/8-9 -> AS 7018 Both announcements are
AS 27487 announces 12.0.19.0/24 nvalid f no ROAS exists
AS 2386 announces 12.1.216.0/24

— Consider sub-allocations, start most specific

Case 2: (De-)Aggregation

ROA created: 78.192.0.0/10-10 -> AS 12322
Usual announcement: 78.192.0.0/10

For 30 minutes: 78.192.10.0/24 ...

= Configure the max ROA prefix length explicitly

Prof. Dr. Thomas C. Schmidt 31



Common Pitfalls — Overview (1)

Valid origin, announced
prefix is more specific

Provider does not
consider customers

Prof. Dr. Thomas C. Schmidt
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Origin
Validation % & As1:10.10.0.0/16-16
SR
P2C (PX) 0100074
%) lasio) \ast)
Origin
Validation XK &) AS10: 10.10.0.0/16-24
SR
P2C (<) (010.0.0716]
s29)  lasi) ast)
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Common Pitfalls — Overview (2)

Additional AS of a
company is not
authorized

Prof. Dr. Thomas C. Schmidt

AMBURG

Origin
Validation

AS1

Origin
Validation

AS2

X
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Validating policy along the paths

ASPA

Prof. Dr. Thomas C. Schmidt 34
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Regular BGP Flows
—— BGP Update Flow
4= = Data flow path ©
..JCEHHQLI V < p;;; - .-
Link > “» P {A 3356 4S9
/ AS 335 P 3356 49 - Broadband
e \_'_) Provider )
P49 P2C AS path cop N T
CaP P {A 3356 49}
P 3356 49 P2C
- XYZ Pizza Inc. "TE/_SG
” A —— Provider
Millions of
BB/LTE/5G

Source: K. Sriram, Nanog 2023

Prof. Dr. Thomas C. Schmidt
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BGP Policy Violation (Route Leak)
—> BGP Update flow with route leak

route-leak
Century 5 propagated
. p<p P {A 64500 3356 49
Link >
AS 335 P 3356 49 ISP AS - P2C _ Broadband
> l—Y—J provider
P49 P2C AS path ’
oop/ TOute-leak P {A 64500 3356 49}
P 3356 49 P 645003356 49
o XYZ Pizza Inc. P2C "TE/_ e
ﬂ AS 64500 Attack / Anomaly Provider
Sref Millions of
BB/LTE/5G

users

In general, ISPs prefer customer route announcements over those from other peers.
Prof. Dr. Thomas C. Schmidt
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System Provider Authorization (ASPA) Objects

O
Provider

Current IETF draft in converging status:
draft-ietf-sidrops-aspa-verification

|dea: Clients use RPKI ROAs to attest
transit relations

— Customer i attests transit for
providers {j, k, m}

Provider Provider

Receiving BGP peer can extract ROA Customer
Path objects and verify relations

Prof. Dr. Thomas C. Schmidt 37
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Regular AS Paths without Policy Violatlons

| by - T T T - - - - T - - - - - — - - - =

Prefix

* Not a route leak: If once the BGP Update goes
on a down (C2P) or lateral (p2p) hop, then all
subsequent hops (if any) must be down (P2C).

P2C = Provider-to-customer

C2P = Customer-to-provider o
p2p = peer-to-peer (lateral peers) ®Rece|V| ng AS

Prof. Dr. Thomas C. Schmidt 38
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AS Paths that are Route Leaks

Route leak occurs if the
Update is received on a
down (P2C) or lateral (p2p)
hop and then forwarded on a
up (C2P) or lateral (p2p) hop

Source: K. Sriram, Nanog 2023

Prof. Dr. Thomas C. Schmidt 39



ASPA Validation

A router receiving a BGP update
compares each AS-hop with the
ASPA mappings from the RPKI

Each relation will be assigned either
« P for Provider relation, or

« nP for not-Provider relation, or
 nA for no Attestation

Prof. Dr. Thomas C. Schmidt
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Evaluation outcomes:

« Valid: If all hops on the AS path
are P

* Invalid: If some hop on the AS
path is nP

« Unknown: otherwise

40
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Monitoring with the RPKI Router Part

RTRLIB

homas C. Schmidt
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What is the RTRIlib?

General objective
Implementation of the RPKI-RTR client protocol in C

Details
Fetch validated prefixes + origin ASes from RPKI cache
Keep the routers validation database in sync

Provide an interface between local database and routing daemon to access
validated objects

Allow also for validation of BGP updates and PATHs (ASPA — WIP)
Conforms to relevant IETF RFCs/drafts

It's open-source: http://rpki.realmv6.org

Prof. Dr. Thomas C. Schmidt 42
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Applications

Extension of BGP daemons

—Now part of FRR, (Quagga), BIRD (code-wise), and commercial products
Monitoring of the RPKI deployment

— Integrate the library in your Python/Perl ... scripts

—Particularly suitable for real-time monitoring
Testing purposes

— Evaluate performance of your RPKI/RTR cache server

—Play around with BGP update validation

Prof. Dr. Thomas C. Schmidt 43
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Monitoring Scenario (Example)

BGP Live Data Service rtr—origin Server RPKI-Validator-Server
(livebgp.netsec.colorado.edu) (primary) (secondary)
XML Stream TCP-RTR TCP-RTR
Measurement Node }

bgp xml_parser.py RTRHb

I'
|
! ~
I
]
|

[ Receive validation records J

'd ™
Receive XML BGP Updates ‘ . .

AN S
Y A

\ Initiate BGP Update validation

|

I

Extract Prefix, Prefix L )
Length, ASNs from BGP v |
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Going wild

MEASURING THE RPKI
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Which web servers are secured by the RPKI?

Empirically explore the relationship
between web hosting infrastructure and
RPKI deployment.
[HotNets 15]
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CDNs make web access faster.
But measurements and security more challenging

[OURLLS

Prof. Dr. Thomas C. Schmidt 48



> >

MBURG

Measurement Methodology

Al List Public Resolvers
(ll\/lzxjm:ins) (e.g., GoogleDNS) RIPE RIS
1 gy &8 999
TopsSites - DNSQuery [ Prefix Lookup —= RPKI Validation
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RPKI Validation Outcome for 1M Web Sites
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RPKI Validation Outcome for 1M Web Sltes
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alidation in ep-browser
Firefox -
=2 3 icher Onlin wor hosting, webshops & ... x] + | -
€ @ wwwstrato-hosting.co.uk C | |- Google AR & A
) Meistbesucht | | RPKI-Test & TimeZone [ hitp: @ Studie: [l 1P to ASN Lookup v1.0 [] Englische Grammatil Latest Headlines Il For Papers Confer..  »
About Us Press. Affiliate Help Centre FAQ Customer Login 5
ONLINE STORAGE SITE BUILDER HOSTING DOMAINS WEBSHOP SERVER
STRATO: A company of Deutsche Telekom
. o~ e v = SH =
Getiyourbusinessonline; <)
- Use our quick and simple website builder to
create a web presence and boost your
business online.
* Requires no programming skills
« Wide range of design templates
« SEO features for better search engine ranking
* Interaction with your audience through surveys etc.
- —
n 3 ’
C— only £4,90% 927 monin

It's simple - we offer a 30-day
money back guarantee on all
our products.

Fingers crossed it's still available!

ISTRATO | More than 10
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desired name

The Not-So-Small Print

Prices excl. VAT.

=SS a |

For price and contract period details please refer to the product pages.

“ experience in
Internet
business.

Leam more about us.

ASN: 6724

AS Name: STRATO STRATO AG

P Address: 81.165.145.33

BGP Prefix: 81.165.144.0/22

Validation Result: ~ Valid
W
<

o
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Study: ROA and ROV [SIGCOMM CCR 18]

Route Origin Prefix owner authorizes AS to
Authorization (ROA) originate a set of prefixes

Route Origin BGP router validates received
Validation (ROV) routes using ROA information
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Motivation & Research Problem

Goal: Which ASes use ROV-based filtering policies?

Assess impact of defense mechanisms

Track deployment over time

Create an incentive to deploy

Challenge: Private router configurations must be inferred
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Controlled Experiments: Setup

Hand-crafted ROAs and BGP Updates
Goal: Find ASes that filter invalid routes

Announce prefixes P, (Anchor) Issue ROAs for
and P, (Experiment) both prefixes
v Same RIR DB route object P, announcement is always valid.

v’ Same prefix length

v Announced at the same time Periodically change ROA for P :

v’ Announced to same peers > Flips announcement from
AS
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Controlled Experiments

Initial Situation: Origin AS and vantage point AS peer directly

| AS47065
PEERING*

Vantage _
Point Prefix: P, Prefix: P,
ASN: 47065 ASN: 47065

2 OwnerofP,  Z OwnerofP,

*https://peering.usc.edu/
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Controlled Experiments

Initial Situation: Origin AS

PEERING*
Vantage
Point

*https://peering.usc.edu/
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Controlled Experiments

Observation: Vantage point exports no route for P

Pa

ASA G g = = = == == == wr— AS47065

/ PEERING*

Vantage

Point Prefix: P, Prefix: Pg
ASN: 47065 ASN: 51224
2 Owner of Py Z_ Owner of ie *https://peering.usc.edu/
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Controlled Experiments

Observation 1: Vantage point exports no route for P

Pa

ASA G g = = = == == == wr— AS47065

/ PEERING*
Vantage

Point Conclusion: Vantage point is using

ROV-based filtering

*https://peering.usc.edu/
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Controlled Experiments Results

Before October 20t 2017:
- (At least) Three ASes drop invalid routes

October 20t 2017:
- AMS-IX Route Server changes ROV based filtering to ‘opt-out’
- 50+ ASes “drop” invalid routes

Full talk on Youtube
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ABSTRACT
A proposal to improve routing security— Route Origin Au-
thorization (ROA)—has been standardized. A ROA specifies
which network is allowed to announce a set of Internet des-
tinations. While some networks now specify ROAs, little is
known about whether other networks check routes they re-
ceive against these ROAs, a process known as Route Origin
Validation (ROV). Which networks blindly accept invalid
routes? Which reject them outright? Which de-preference
them il alternatives exist?

Recent analysis attempts to use uncontrolled experiments
to characterize ROV adoption by comparing valid routes

t.schmidt@haw-hamburg.de

m.waehlisch@fu-berlin.de

Resource Public Key Infrastructure (RPKI) [12] is a spe-
cialized PKI to help secure Internet interdomain routing by
providing attestation objects for Internet resource holders
(i.e., TP prefixes and AS numbers). The RPKI publishes
Route Origin Authorization (ROA) objects, each specifying
which AS is allowed to announce an IP prefix. Using ROA
data, a BGP router can perform RPKI-based origin vali-
dation (ROV) verifying whether the AS originating an 1P
prefix announcement, in BGP is authorized to do so [14] and
labeling the route as valid or invalid. The validity of a route
can be used as part of the router’s local BGP policy decisions,
e.g., filtering routes that reflect invalid announcements or
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ABSTRACT

‘Web content delivery is one of the most important services
on the Internet. Access to websites is typically secured via
TLS. However, this security model does not account for pre-
fix hijacking on the network layer, which may lead to traffic
blackholing or transparent interception. Thus, to achieve
comprehensive security and service availability, additional
protective mechanisms are necessary such as the RPKI, a
recently deployed Resource Public Key Infrastructure to pre-
vent hijacking of traffic by networks. This paper argues two
positions. First, that modern web hosting practices make
route protection challenging due to the propensity to spread
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Queen Mary Univ. London
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This is because v.
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1. INTRODUCTION

Website security is a long pursued and rather esoteric goal.
Traditionally, it has been approached from an end-to-end
perspective (e.g. TLS), largely because this is easily within the
sphere of control of any web provider. However, as evidenced
by many prominent attacks, this is frequently insufficient.
ious third party infrastructure dependencies
A attanl a e within ROAD TWNG
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