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Objectives of this lecture

Better understanding of the current Internet 

ecosystem

Mastering the assessment of protocol and 

application deployment

Understanding of potentials and limitations of 

Internet measurement (data)

Prof. Dr. Thomas C. Schmidt
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Why measuring the Internet ecosystem?

• Network Debugging

• Performance

• Resilience

• Security

• Regulation and Policies

• Broader impact on society: state 

censorship, price and traffic discrimination, 

impact of social media, …

Prof. Dr. Thomas C. Schmidt
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Which part of the Internet do we consider?

Prof. Dr. Thomas C. Schmidt
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From control plane to data plane

Prof. Dr. Thomas C. Schmidt

Which paths

do packets go?
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From control plane to data plane

Prof. Dr. Thomas C. Schmidt

Which service

is available?

Which traffic is 

exchanged?
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Example 1: ARPANET Routing

Prof. Dr. Thomas C. Schmidt



11

Example 1: ARPANET Routing
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Example 1: ARPANET Routing

Prof. Dr. Thomas C. Schmidt

Every 2/3 of a second, IMP selects the 

minimum delay to each destination.

Every 2/3 of a second, IMP sends minimum 

delay table to neighbors.
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What can we say about basic performance properties?

1. Information travels every 2/3 of a second per interface line.

Topology changes are recognized by the whole network in few seconds.

2. Calculates path of least delay.

Low frequency of routing updates means that the estimated traffic delay 

is a function of past traffic, may result in oscillations and bad line usage.

3. It’s simple. No complete network knowledge necessary.

4. Not costly in terms of network resources.

Calculation of min delay proportional to the number of nodes and lines.

Prof. Dr. Thomas C. Schmidt
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There are also drawbacks …

Prof. Dr. Thomas C. Schmidt
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There are also drawbacks …
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Challenges when measuring …

Prof. Dr. Thomas C. Schmidt
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Measurement setup

Prof. Dr. Thomas C. Schmidt
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Major result

Prof. Dr. Thomas C. Schmidt
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Example 2: BGP Experiment

Background

Border Gateway Protocol (BGP) allows for 

different path attributes types (e.g., AS path, 

next hop, local preference).

One path attribute type is reserved for 

development.

Prof. Dr. Thomas C. Schmidt
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Example 2: BGP Experiment

Prof. Dr. Thomas C. Schmidt
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First wave of issues

Prof. Dr. Thomas C. Schmidt
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Second round

Prof. Dr. Thomas C. Schmidt
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Example 3: Caching & DNS

Prof. Dr. Thomas C. Schmidt

Is caching a reasonable design option in DNS?
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Example 3: Caching & DNS

Prof. Dr. Thomas C. Schmidt

Is caching a reasonable design option in DNS?

Depends how often the same name is 

requested by resolvers.
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Example 3: Caching & DNS
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Example 3: Caching & DNS
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DNS names ranked
R
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y
 Few names are 

requested very often

Most names are 

requested rarely

Why should you not 

trust the results?

You don’t know 

anything about the 

measurement setup!
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Discuss two measurement setups 

that lead to completely different results.

Prof. Dr. Thomas C. Schmidt
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Example 4: Classification of multimedia flows

Motivation

Consideration

Background

Prof. Dr. Thomas C. Schmidt

ISPs want to understand what happens in their 

network for business, QoS, and security 

reasons

Voice and video flows

Voice sender uses fix inter-packet delay

Voice packets are similar and small

Video frames vary in size and complexity

Video smoothes out transmission intervals
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Example 4: Classification of multimedia flows

Prof. Dr. Thomas C. Schmidt

Skype

IAT: Inter-arrival time

CDF: Cumulative distribution function, F_X(x)=P(X<=x)

[A. Nucci and K. Papagiannaki, “Design, Measurement and Management of Large-Scale IP Network,” Cambridge University Press, 2009.]
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Example 4: Classification of multimedia flows

Prof. Dr. Thomas C. Schmidt

MSNSkype

IAT: Inter-arrival time

CDF: Cumulative distribution function, F_X(x)=P(X<=x)

[A. Nucci and K. Papagiannaki, “Design, Measurement and Management of Large-Scale IP Network,” Cambridge University Press, 2009.]
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What did we learn from the examples?

There are different measurement techniques

Clear descriptions of the experiments and 

measurement data are crucial

Be careful when your experiment runs in the 

real Internet

Different implementation of the same service 

may lead to different patterns 

Prof. Dr. Thomas C. Schmidt
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Internet measurements: Classic topics

Prof. Dr. Thomas C. Schmidt

Transport layer

Network layer

e.g., performance of transport protocols,

congestion control

e.g., routing failures, Internet topology, 

performance

[Slide from Philipp Richter, 2018]
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Internet measurements: Broadening field

Prof. Dr. Thomas C. Schmidt

Transport layer

Network layer

e.g., performance of transport protocols,

congestion control

e.g., routing failures, Internet topology, 

performance

“Layer 8”

User/political layer
e.g., (fake) news propagation in social networks

Application layer e.g., cloud services, specific applications

Physical layer e.g., infrastructure properties, location

[Slide from Philipp Richter, 2018]
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Internet measurements: Cross-layer measurements

Prof. Dr. Thomas C. Schmidt

Transport layer

Network layer

“Layer 8”

User/political layer

e.g., censorship

measurements 

and impact

Application layer

Physical layer

e.g., measurement of

end-to-end video

quality

[Slide from Philipp Richter, 2018]
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Internet measurement: A creative field

Prof. Dr. Thomas C. Schmidt

[Inspired by Philipp Richter, 2018]
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Internet measurement: Broader societal impact

Prof. Dr. Thomas C. Schmidt

[Slide from Philipp Richter, 2018]
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Typical measurement life cycle

Prof. Dr. Thomas C. Schmidt

Hypothesis
Design

experiment

Running 

experiment

Collecting

data

Analyzing

data
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Typical measurement life cycle
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Hypothesis
Design

experiment

Running 

experiment

Collecting

data

Analyzing

data
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There are two types of experiments

Prof. Dr. Thomas C. Schmidt

Uncontrolled

experiments

Controlled

experiments

Factor of interest varies 

outside the control of 

the researcher and 

independent of the 

research question.

You vary one factor of 

interest, then you 

measure the outcome.

How to test a hypothesis
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There are two types of measurements

Prof. Dr. Thomas C. Schmidt

Passive

measurements

Active

measurements

You observe data that is 

collected independently 

of your experiment.

You inject probe traffic 

in the network. More 

intrusive.

How data are collected
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Classification of controlled versus uncontrolled 

describes experiments (how to test a 

hypothesis) is orthogonal to the classification 

of passive versus active measurements (how 

data are collected), and passive versus 

active measurements are orthogonal to control 

plane versus data plane measurements (what 

data are collected).

Prof. Dr. Thomas C. Schmidt
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Example: Distribution of IP path lengths

Passive measurement Each node dumps forwarding table
periodically

Active measurement External node performs traceroutes

Uncontrolled experiment Analysis of external (traceroute/FIB) 
dumps

Controlled experiment You select the nodes that dump 
information, or the destinations

Data plane Forwarding information base or 
traceroute replies

Control plane BGP dumps

Prof. Dr. Thomas C. Schmidt



47

Human subject experiments

Likely require approval by an institutional 

review board (IRB) or ethics panel

You should document key considerations for 

protecting human subjects that anybody 

replicating your study should be aware of
See “The Menlo Report: Ethical Principles Guiding Information and 

Communication Technology,” 2012, and “Applying Ethical Principles to 

Information and Communication Technology Research: A Companion to the 

Menlo Report,” 2013

Prof. Dr. Thomas C. Schmidt
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Good example: Spamaltyics [CCS’08]

Analyze the conversion rate of spam campaigns

Infiltrate a botnet of spam campaigns, 

manipulate spam messages being relayed 

through systems under control of researchers

Neutral actions that strictly reduce harm

Prof. Dr. Thomas C. Schmidt

Study

Approach

Justification
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Bad examples: Password discovery 

and Internet Census 2012

(1) Show vulnerability based on default or non-

existent passwords 

(2) Find active IP addresses

(1) Brute force scanning and dictionary attack

(2) Create a scanning botnet 

(1) Not showing how to hack, rather how easy.

(2) No justification.

Prof. Dr. Thomas C. Schmidt

Study

Approach

Justification
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Internet Scanning:

Measurement objectives

Which IP address is online?

Which IP address runs which service?

You don’t have access to flow data.

You want to answer these questions for 

(almost) all IP addresses.

Prof. Dr. Thomas C. Schmidt
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Common scanning strategies

Prof. Dr. Thomas C. Schmidt

IP hitlists are list of IP 

addresses that most likely 

offer the scanned services.
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Challenges

Prof. Dr. Thomas C. Schmidt

Target 

probing

Packet 

transmission

Packet 

reception

How to avoid overload 

of target networks?

How to send packets 

as fast as possible?

How to identify valid 

responses?
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Challenges

Prof. Dr. Thomas C. Schmidt

Target 

probing

Packet 

transmission

Packet 

reception

How to avoid overload 

of target networks?

How to send packets 

as fast as possible?

How to identify valid 

responses?

We discuss how ZMap overcomes these challenges 

compared to common approaches such as nmap.
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Target probing

Sending probes to targets in numerical order

may easily overload destination networks

Sending probes in random order prevents this 

problem

How do you know which addresses you 

already contacted?

Prof. Dr. Thomas C. Schmidt
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Target probing: An inexpensive approach

How do we randomly scan addresses without 

excessive states?

Core idea

1. Scan hosts according to random 

permutation

2. Iterate over multiplicative group of integers 

modulo p

Prof. Dr. Thomas C. Schmidt
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Brief math excursion: Multiplicative cyclic groups

Prof. Dr. Thomas C. Schmidt

a * r mod p

Group is cyclic if p is prime.

For IPv4: 2^32+15 is the 

smallest prime larger 2^32.

If this is a primitive root, we can iterate 

over all elements subsequently. 
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Target probing: An inexpensive approach, details

Details to generate a fresh random 

permutation for each scan

1. Generate a primitive

2. Choose a random starting address

Negligible state overhead to store

1. Primitive root

2. Current address

3. Starting address

Prof. Dr. Thomas C. Schmidt

Simplified example [USENIX Security 2013]

a * r mod p
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Common packet transmissions

Sending packets via common socket interface 

introduces overhead

Routing table lookup

ARP cache lookup

Potential network filters check packets

TCP handshakes

Prof. Dr. Thomas C. Schmidt
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Fast packet transmissions

Scan packets are different from typical 

application layer packets.

Send packets directly at the Ethernet layer and 

enable

Caching of Ethernet header 

(except checksum header is constant)

Reduced TCP state management

Prof. Dr. Thomas C. Schmidt
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Validating responses

Problems

Measurement probe may see unsolicited data 

(other scan background traffic …)

Per-target states are expensive

Solution

Encode secrets into mutable fields of probe 

packets that will have recognizable effect on 

responses

Prof. Dr. Thomas C. Schmidt
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These ideas have been implemented in ZMap

ZMap

Eliminate local per-connection state

• Fully asynchronous components

• No blocking except for network

Shotgun Scanning Approach

• Always send n probes per host

Scan widely dispersed targets

• Send as fast as network allows

Probe-optimized Network Stack

• Bypass inefficiencies by 

generating Ethernet frame

Prof. Dr. Thomas C. Schmidt

Simple network scanners

Reduce state by scanning in batches

• Time lost due to blocking 

• Results lost due to timeouts

Track individual hosts and retransmit

• Most hosts will not respond 

Avoid flooding through timing

• Time lost waiting

Utilize existing OS network stack

• Not optimized for immense 

number of connections
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Performance of ZMap

Complete scan of v4 address space takes 44 

minutes with a gigabit Ethernet connection

Experiment hardware: Xeon E3-1230 3.2 GHz, 

4GB RAM

Prof. Dr. Thomas C. Schmidt


