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RISC-V is an emerging instruction set architecture that is already in use in constrained
devices. As these devices are now more interconnected than ever before, the need for
operating system (OS) security is fundamental. The RISC-V physical memory protection
(PMP) unit offers hardware assistance for memory protection schemes at an OS level.
Can embedded OSes utilize the PMP to implement additional security schemes? Does
the limited availability of computation resources present an obstruction? To investigate,
I built a prototype for the IoT operating system RIOT. Since RIOT is open source, I
was able to contribute parts of this prototype into its source tree. I implemented data
execution prevention and thread stack overflow detection within this prototype. I found
that the RISC-V PMP is suitable for constrained devices, but the integration into existing
software stacks is challenging. Consequently, hardware-based security schemes should be
considered during the design of embedded software.
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1 Introduction

Microcontroller units continue to gain more power and sophistication as advanced fea-

tures and peripherals are added, while maintaining a similar silicon size [3, p. 100]. With

the integration of the memory management unit (MMU), important security features

such as privileged execution and memory protection are now available on some of these

systems. Employing memory protection schemes for tasks, such as detecting software

faults and stack over�ows, is vital to ensure the security of connected and constrained

devices.

1.1 Motivation

Listing 1.1: Example code that contains a possible bu�er over�ow. The function con-

catenates two strings "hello: " and a provide name, e.g. "Bob" to obtain

"hello: Bob". The bu�er is then printed to the screen. Since the length of the

bu�er is �x and the length of the name is not checked, a very long name will

over�ow the bu�er during memory copy.

void print_name ( char * name) {

const char * HELLO = " h e l l o :  " ;

char b u f f e r [ 1 0 0 ] ;

memcpy( bu f fe r , HELLO, s t r l e n (HELLO) ) ;

memcpy( b u f f e r+s t r l e n (HELLO) , name , s t r l e n (name ) ) ;

puts ( b u f f e r ) ;

}

To this day, memory corruption is the most prominent used type of exploitation [4]. A sig-

ni�cant reason is the use of memory-unsafe languages with manual memory management,

such as C or C++ [5, p. 51]. Human error is unavoidable, therefore, it is unsurprising that

a majority of vulnerabilities are caused by memory unsafety. E.g. for 2021, the Google

1



1 Introduction

Project Zero [6] concluded that attackers have no need for new exploitation methods as

the common memory corruption-based exploits are still su�cient - even though we have

known about these attack surfaces, like bu�er over�ows, for over 55 years [7]. Further,

Project Zero showed that 67% of the vulnerabilities they found are memory-corruption-

based.

Shown in Listing 1.1 is a typical C code that contains a bu�er over�ow. In C it is the

task of the developer to check bounds of bu�ers. Accessing (reading or writing) out of

bounds memory is unde�ned behaviour in C [5, p. 51]. Here a required length check of the

input parameter was overlooked, making it possible to over�ow the intermediate bu�er

by providing a very long input name to the function.

Modern programming languages like Rust [8] provide certain memory safety guarantees,

which makes it very hard to recreate traditional bu�er over�ow based vulnerabilities

[4, Sec. IV]. Using these memory-safe languages is considered as a strong step forward

towards more secure systems [5, p. 48].

Since RIOT is mostly written in C, memory-corruption is a major concern. Therefore

it is important to deploy security mechanisms to reduce the surface and impact of such

defects.

1.2 Thesis Objective

In this thesis, the RISC-V physical memory protection is used to deploy memory protec-

tion schemes on constrained devices. Due to the limitations of constrained devices and

the new but scarce availability of the PMP, the feasibility of this deployment on top of

an embedded operating system is unclear. This thesis provides a �rst insight into this

feasibility.

For this purpose, a case study is made by implementing a driver for the RISC-V PMP

within the RIOT operating system. The implementation of various memory protection

schemes are explored using this driver and their e�ectiveness is evaluated. This thesis

focuses on the 32-Bit RISC-V instruction set architecture (ISA) RV32 only.

2



1 Introduction

1.3 Research Questions

Data execution prevention and thread stack overflow detection are se-

curity mechanisms capable of reducing the impact of certain memory-corruption defects.

This leads to the following research questions in the context of constrained devices:

1. Can data execution prevention be implemented with RISC-V PMP? Which chal-

lenges need to be overcome and what kind of overhead remains?

2. Can stack over�ow detection be implemented with RISC-V PMP? Which challenges

need to be overcome and what kind of overhead remains?

1.4 Outline

First, required background information will be introduced in chapter 2. This encom-

passes specifying what is meant by 'Constrained Devices' and o�ering a broad outline of

RISC-V. The relevant memory protection schemes are introduced as well. In chapter 3,

an overview of related work is given. The conceptual preparations such as selecting an

adequate testing platforms are discussed in chapter 4. The implementation of the selected

memory protection schemes is described in chapter 5. Thereafter the e�ectiveness and

shortcomings are evaluated in chapter 6. The conclusion is provided in chapter 7. Lastly,

a short outlook into future work is provided in chapter 8.
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2 Background

This section gives an introduction to constrained devices and the RISC-V ISA. The focus

is on the privilege architectures and related features. Additionally, the RIOT operating

system is introduced.

2.1 Constrained Devices

In RFC 7228 [9], constrained devices are described as �small devices with limited CPU,

memory, and power resources�, which can be found in the Internet of Things. The IoT is

only loosely de�ned, but typically describes physically and virtually connected devices,

often using wireless technologies while powered by batteries. Hence the IoT is one of the

in�uential factors for the design and development of constrained devices today.

Constrained devices usually consist of a microcontroller unit with attached sensors and

other peripherals. Typical CPU clock speeds range from a few MHz up to a few hun-

dred MHz and memory capacities in the order of kilobytes for both long term storage

and working memory. Theses constrained computing systems often lack periphery that

is considered standard in the conventional computing world. One of these peripherals are

MMUs, which provide virtual memory. Virtual memory is universally found on smart-

phones, laptops and gaming consoles [10, p. 253], but is missing in constrained devices

[11, p. 17].

2.2 RISC-V

RISC-V is an open standard Instruction Set Architecture [12]. As such, it is freely avail-

able to academia and industry. It is a general purpose ISA, suitable for hardware imple-

mentation. One of the core design principles is simplicity. It allows ease of use for research
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2 Background

and educational purposes as well as for implementations. Unlike competing ISAs, e.g.

ARM, RISC-V is not the intellectual property of a single company. This makes it easier

for small organisations and companies to develop a chip using RISC-V [13]. Another core

aspect of the ISA is extensibility, allowing companies to add their own special purpose

hardware for domain speci�c tasks [14].

An executing hardware thread in a RISC-V CPU is called a hart.

2.2.1 RISC-V Extensions

A RISC-V base integer ISA is de�ned as the minimal ISA that must be present in any

implementation. It is a minimal set of integer only instructions, su�cient to provide

a `reasonable` execution environment for compilers, assemblers, linkers and operating

systems [12, p. 4]. The RISC-V family consists of four base ISAs:

ˆ RV32I, 32 Bit

ˆ RV64I, 64 Bit

ˆ RV32E subset of RV32I with limited register count

ˆ RV128I, 128 Bit

As a 'reduced instruction set computing' architecture, RISC-V features fewer instructions

than established ISAs such as x86.

Base ISAs can be extended with a couple of standard de�nitions:

ˆ M: Integer Multiplication and Division

ˆ A: Atomic Instructions

ˆ F: Floating-point Support

ˆ D: Double-precision Floating-point

ˆ C: Compressed Instructions

ˆ Zicsr: Control and Status Registers

ˆ Zifencei: Instruction-fetch Fencing

5



2 Background

Number of Levels Supported Modes Suggested Use-case

1 M Simple embedded systems
2 M, U Secure embedded systems
3 M, S, U Conventional computing

Table 2.1: Supported combination of privilege modes as de�ned in the RISC-V privileged
architecture [1, 1.2 p. 3]

Level Encoding Name Abbreviation

0 00 User/Application U
1 01 Supervisor S
2 10 Reserved
3 11 Machine M

Table 2.2: Privilege levels as de�ned in the RISC-V privileged architecture [1, 1.2 p. 3]

If an implementation supports all standard extensions, as for exampleRV32IMAFD_-

Zicsr_Zifencei it is called a 'general-purpose' ISA and can be shortened to 'RV32G'.

2.2.2 Privileged Architecture

The RISC-V privileged architecture introduces privilege levels as shown in Table 2.2. A

hart is always executing in exactly one privilege level at any given point in time. These

levels provide protection of di�erent components in the software stack [1, 1.2 p. 2]. If

software attempts to perform an operation that is not allowed in the current privilege

level, an exception will be raised by the hart. The highest privileges are available to code

running in Machine-Mode (M-Mode), followed by the Supervisor-Mode (S-Mode) and the

least privileges has code in the User-Mode (U-Mode). A minimal RISC-V implementation

must at least implement the Machine-Mode. The systems of interest for this thesis provide

Machine- and User-Mode, but not the Supervisor-Mode (compare Table 2.1).

System and hart speci�c settings such as the aforementioned privilege levels are controlled

via the control and status registers (CSR).

6
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2.2.3 Privileged Instructions

Certain instructions require elevated privileges to execute as they a�ect the overall system

integrity and security. These include all instructions which read or write the CSRs as

well as the ecall / ebreak . The later is used to trigger an exception by software on

the current executing hart. This is usually used to initiate a system call, often called

syscall.

To switch from the most privileged M-Mode to the least privileged U-Mode, the Machine-

Previous-Privilege (MPP) bits in the mstatus register are set to0b11 (representing

Machine-Mode) and the exception return instruction mret is executed. During mret ,

the privilege mode is switched depending on theMPPbit �eld and execution is continued

on the address stored in theMEPC(machine exception programm counter) register. The

switch is typically done during a context switch in scheduling.

2.2.4 Physical Memory Protection

RISC-V Physical Memory Protection is described in the privileged speci�cation section

3.7 Physical Memory Protection . A direct comparison with the more common

ARM MPU is shown in Table 2.3. The PMP is capable of setting the memory area

access attributes read, write and execute. Areas can be as small as 4 bytes in size. Each

access rule consist of one con�guration register and a corresponding address register as

shown in Figure 2.1. The ISA allows to implement either 16 or 64 such rules. Each rule

can also be locked, which marks the con�guration registers as read-only until the next

hart reset. Additionally, a locked rule is not only enforced on user-mode level threads,

but also applies to Machine-Mode privilege threads. The PMP con�guration registers are

part of the Control and Status Registers and are therefore not mapped into the physical

address space. Instead, special CSR instructions need to be used to access them. These

instructions are available to Machine-Mode only. PMP violations are trapped precisely

by the hart and erroneous accesses never succeed.

Any address stored in the PMP address registers must be shifted two bits to the right. As

the smallest granularity is four bytes, this does not lead to loss in accuracy. Instead, it is

used to allow de�ning access rules for a 34 bit address space. The address register supports

three addressing modes: Top of range (TOR), Naturally aligned four-byte region (NA4)

and Naturally aligned power-of-two region, >= 8 bytes (NAPOT). When choosing TOR,

7



2 Background

Figure 2.1: The organisation of the PMP registers in the RISC-V privileged speci�cation.
The priority is descending, therefor the lowest PMP con�guration register
(pmp0cfg ) has the highest priority. Each pmpXcfg is 8 bit wide and has
one corresponding 32 bitpmpaddrX register. An access to the con�guration
register is 32 bit wide and is able to manipulate fourpmpXcfg at once. Hence
the existence of the combinedpmpcfgX register.

the address register forms the upper address (excluded) of the memory region, while

the previous address register forms the lower (included) boundary. If TOR is chosen for

the �rst address register, which has no preceding address register, the lower bound is

0x00000000. In the NA4 mode, which is a special case of NAPOT, the address must be

aligned to four byte and the memory region is exactly 4 bytes in size. In order to use the

NAPOT mode, the address must be aligned to the requested/intended area size, where

the size must be a power of two, but at least 8 bytes. As the result of the alignment, the

lower bits of the address are always zero and are repurposed to encode the size of the

memory region.

2.3 Operating System Security

Operating system security needs to be distinguished from general computer and infor-

mation security. In this thesis I focus on operating system security, as a subsection of

computer security which emphasises the protection of operating system assets such as

memory, processes and I/O control. In this context, 'protection mechanisms' are speci�c

mechanisms provided by the operating system used for safeguarding the information on-

and the integrity of the computing system [10].
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RISC-V PMP ARM MPU

Smallest region size 4 Bytes 32 Bytes
Maximum region size 32 GB 4 GB
Region granularity Con�gurable (>= 4 Bytes) 32 Bytes
Privileged / unprivileged settings Hybrid / Mixed Independent
Supported memory attributes R/W/X R/W/X
Maximum number of regions 16 16 (8 for privileged,

8 for unprivileged)

Table 2.3: Comparison of RISC-V PMP and ARM MPU main features following Lu [2,
p. 9].

2.4 MMU and MPU

In the conventional computing area, memory management units (MMUs) are ubiquitous.

They provide inter-process memory protection by separating processes into di�erent ad-

dress spaces [10, p. 186], realising process isolation. This is typically achieved by using

virtual memory with a technique called paging [10, p. 194]. However, these MMU sys-

tems come at the cost of complexity both at the operating system integration level and

in the hardware design of the CPU. This makes them unsuitable for constrained devices.

Instead a smaller subset of the MMU is used: The MPU.

Memory protection units (MPU) protect the system from certain faults like bu�er over-

�ows. They do this by providing special hardware which oversees memory accesses and

validates them according to preset rules. If a violation of these rules is encountered, an

exception is generated and a kernel panic stops the execution1. Imagine, the memory

protection unit gets con�gured by the operating system to disallow write access to a

given bu�er. If a write attempt into this bu�er is encountered, an exception is generated

and the bu�er is not written to.

Isolation of process memory is needed for stability, security and privacy. Segregation

into privilege modes/levels enhances security by containing faults and malicious actors

in none critical areas.

1Typical behaviour, the exact response depends on the speci�c hardware and software in use.
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2.5 The RIOT Operating System

RIOT [15] is a real-time multi-threaded operating system that targets microcontrollers

with an emphasis on the IoT. One of its core requirements is to maintain a low memory

footprint, which is an important aspect for most constrained devices. The development

of RIOT is undertaken by an international open source community, which is not linked

to individual vendors. The software is licensed under the copyleft license LGPLv2.1. An

other attribute of RIOT is the modular nature of the underlying code base. This makes

it easy to integrate new features and extensions.

RIOT is actively used in academic research. As such, it has often been used for security

related research. The on-going activity in academia is highlighted with a short selection

of recent security related publications:

ˆ Automated Detection of Spatial Memory Safety Violations for Constrained Devices

from 2022 discovered seven memory safety violation within RIOTs network stack

[16].

ˆ Usable Security for an IoT OS: Integrating the Zoo of Embedded Crypto Compo-

nents Below a Common API from 2022 implemented an abstract cryptography

API in RIOT [17]. With it, the usability, portability and performance overhead of

cryptographic support in the IoT was evaluated.

ˆ PUF for the Commons: Enhancing Embedded Security on the OS Levelfrom 2023

designed and analyzed the integration of physically unclonable functions into RIOT

[18].

2.5.1 Problems in Deploying Memory Protection in RIOT

As of today, RIOT rarely uses advanced memory protection schemes and in particular

�RIOT is lacking essential protection mechanisms known from conventional operating

systems� [19, p. 63-64]. On platforms where the ARM memory protection unit (MPU) is

available, stack over�ow detection and data execution prevention schemes are available

although their e�ectiveness is limited [20]. Additionally, these mechanisms might not

be active automatically thereby requiring supplemental e�ort and awareness from the

executing developer [19, p. 63].
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Currently, RIOT does not support the RISC-V physical memory protection (PMP) spec-

i�cation, even though multiple system on a chip (SoC) supported by RIOT implement

the PMP. Additionally, RIOT also fails to utilise privileged execution environments on all

platforms where this security feature is available. This includes the User- and Machine-

Mode privilege level provided in the RISC-V privileged speci�cation.

2.6 Data Execution Prevention

Bu�er over�ows remain one of the most prominent types of exploitation. A common

way to exploit bu�er over�ows is the direct execution of the attacker-controlled payload

using an overwritten return address. This can be prevented using the data execution

prevention (DEP) security scheme. DEP is also known asexecutable space pro-

tection [19] or, when in the context of conventional computing platforms like x86, the

No-eXecute-Bit (NX-Bit) [10, p. 644]. This protection disables instruction fetches

from con�gurable addresses ranges including RAM. As such, hardware and software sup-

port is needed for this protection mechanism.

It is possible to use the PMP to mark the whole address space of the RAM as non-

executable. On constrained devices, the operating system typically boots from Flash/ROM

and keeps executing form it. Within RIOT, the execution is never passed to RAM. During

the exploitation of a vulnerable bu�er over�ow, the malicious payload, that is over�owing

the bu�er, is stored on the stack in RAM [21]. Upon success of the attack, execution is

typically passed to the attacker-controlled payload in RAM. On a system that marked

the RAM as non-executable, this will trigger an exception at the CPU, bringing the

control �ow back to the operating system. In this situation, RIOT typically performs a

kernel panic - stopping the attack immediately.

2.6.1 Security Limitations

Data execution prevention can be circumvented with Return-To-Libc or more generally

with Return-Oriented-Programming (ROP). ROP is more di�cult to execute on RISC-V

compared to x86, as the program counter (PC) is not directly writeable and there are

no distinct stack-return instructions, but the threat remains [22]. Since the attacker has

some or full control of the stack, he can overwrite the return addresses of functions inside

the stackframes. The attacker then returns the �ow of control to, e.g., the driver of the

11
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Example address Function

0x80000100 Canary
0x800001. . . Thread data
0x800001D0 Stack pointer sp
0x800001FF Thread control block

Table 2.4: Example thread stack composition on RIOT. Note how the stack grows toward
the canary as the stack space is �lled.

memory protection unit with the argument registers setup to disable the data execution

prevention.

2.7 Detection of Thread Stack Over�ows

Listing 2.1: RIOT stack C-struct as found in thread.h . Various optional extensions not

shown. The stack canary, located atchar * stack_start , is only included

when needed. For example, when the PMP-based stack over�ow detection is

in use, as indicated by theMODULE_PMP_STACK_GUARDde�ne.

struct _thread {

char * sp ; / ** < th read ' s s tack po in te r * /

thread_status_t s t a t us ; / ** < th read ' s s t a t u s * /

uint8_t p r i o r i t y ; / ** < th read ' s p r i o r i t y * /

kernel_pid_t pid ; / ** < th read ' s p rocess id * /

c l is t_node_t rq_entry ; / ** < run queue ent ry * /

#i f de f i ned (DEVELHELP) | | IS_ACTIVE(SCHED_TEST_STACK) \

| | de f i ned (MODULE_MPU_STACK_GUARD) \

| | de f i ned (MODULE_PMP_STACK_GUARD) \

| | de f i ned (DOXYGEN)

char * s tack_s ta r t ; / ** < s tack s t a r t address * /

#endif

#i f de f i ned (DEVELHELP) | | de f i ned (DOXYGEN)

12
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int s tack_s ize ; / ** < th read ' s s tack s i z e * /

#endif

} ;

It is desirable to guard the stacks of each thread against over�owing. RIOT currently

does this by adding a canary value at the end of the stack as shown in Table 2.4. When

the software-based over�ow detection is used (DEVELHELP), the canary is the address of

the canary itself. This reduces the chance that an attacker can guess the canary value

and trick RIOT into not recognising the over�ow. Additionally, the canary check can be

calculated on the �y and does not need a compile time static magic value or otherwise

access to any other values except the canary itself. The thread control block (TCB) is

located at the start of the stack, followed by setup data such as function arguments. The

thread usable stack space starts at the stack pointerr (SP) and spans up to the canary

value. The location of the canary is also saved within the thread control block, as shown

in Listing 2.1. If a fault starts over�owing the stack, it will attempt to write beyond

the end of the stack, overwriting the canary. At the next scheduling, RIOT checks the

correctness of the canary value and issues a kernel panic, if it is incorrect.

2.7.1 Security Limitations

The utility of stack over�ow detection predominantly manifests during the development

of software. Its primary bene�t lies in easing the development and debugging processes

by promptly identifying issues such as inadequate stack space or memory leaks. While

it o�ers a certain security advantage, it is imperative to acknowledge that this bene�t

is constrained. The canary can potentially be bypassed, and its e�ectiveness is notably

speci�c, rather than constituting a comprehensive security measure.

2.8 Thread Isolation

In traditional general purpose computing, processes are isolated from each other via

virtual addressing [10, p. 194], often utilising paging. Isolation provides �a protection

against unwanted information �ow� as described by Biskup [23]. This is a safe and prac-

tical solution but comes at the cost of signi�cant software and hardware complexity.

On constrained devices, this is undesirable as low cost and small size of the MCU are
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signi�cant requirements for the typical use case/deployment. Instead, embedded devices

often feature only a �at physical address space and only support threads as a lightweight

alternative for processes [10, p. 97]. With memory protection units, it becomes feasi-

ble to isolate threads from each other even without processes. During scheduling, the

real-time operating system (RTOS) would only mark the next thread memory region as

read-/writeable in the memory protection unit and disallow all other system memory

access. This isolates threads from each other.
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3 Related work

3.1 Usage of the ARM MPU in Embedded Systems

In Good Motive but Bad Design: Why ARM MPU Has Become an Outcast in Embedded

Systems[20] the authors Wei Zhou et. al. show that the physical presence of the ARM

MPU alone is insu�cient to achieve additional security on embedded devices. During

their investigation they identi�ed some non-technical reasons as limiting factors in its

wide spread adoption.

ˆ The ARM MPU increases the transistor count and complexity of a given system on

a chip. This in turn increases the price and the power demands, which contradicts

common requirements of the IoT.

ˆ Increased time-to-market pressure for the manufacturers as the IoT market grows,

which encourages the reuse of existing code bases without ARM MPU integration.

ˆ Developing new software leveraging the ARM MPU may cause compatibility issues.

ˆ Most companies are reluctant to invest into security, when the existing code still

works.

Technical reasons include the limited number of available regions, making it unnecessarily

hard to use the MPU e�ciently. Additionally, without further and deep OS integration,

the security bene�ts can be easily circumvented as embedded OS typically do not o�er

process isolation. The performance overhead is considered too high for frequent context

switches.
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Relation to this work

While the authors had a focus on the FreeRTOS operating system, they believe that their

observations apply to other operating systems because the demonstrated pitfalls root in

the fundamental design drawbacks of MPU [20, 7, p. 4].

3.2 Memory Safety Using ARM MPU in RIOT

In 2014, Famulla explored the integration of the ARM MPU into RIOT in his thesis

[24]. His proposed implementation featured memory protection through thread isolation

and privileged execution. Signi�cant changes to RIOT were required, including memory

management and system call infrastructure. These heavy changes in the core component

of RIOT prevented the integration of Famullas proposal at time.

Relation to this work

While this thesis does not implement thread isolation nor privileged execution, some of

the challenges encountered during the integration of the RISC-V PMP into RIOT might

be comparable to the challenges overcome by Famulla.

3.3 Checked C

The security of embedded devices can also be enhanced without special hardware features.

One approach could be the usage of spatial memory safe programming language, such

as Rust or the C dialect Checked C. The Checked C programming language enables a

more precise articulation of a programmers intention regarding pointer utilization and

the memory range encompassed by the data to which a pointer refers. Subsequently,

this provided information serves as a basis for implementing runtime checks to identify

instances where inadvertent access to incorrect data occurs, thus preventing errors from

transpiring silently and evading detection. This comes at the cost of runtime performance

and code size. Tempel and Bruns showed howChecked Ccan be integrated into RIOT

[25].
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3 Related work

Relation to this work

As the attack vector of this thesis assumes the usage of a memory unsafe programming

language, this related work highlights one potential defense strategy and its possible

integration into RIOT. It does not replace the protection mechanisms introduced in this

thesis, but can be used as an additional measure.

3.4 Operating System Security in the Internet of Things

In his master thesis, Tempel showed through experimental testing and evaluation, whether

the protection mechanisms provided by RIOT are su�cient [19]. He concluded that the

lacking utilisation of security mechanisms (including hardware based) is a key contrib-

utor to his �nding of multiple potentially software issues - which could have partially

mitigated, if RIOT had implemented such protection mechanisms.

Relation to this work

Memory protection is among the protection mechanisms that were found by Tempel to

be missing in RIOT [19, p. 26]. In this thesis, the memory protection unit based, data

execution prevention and thread stack over�ow detection are implemented for the RISC-

V platform. Thereby partially addressing the shortcomings identi�ed by Tempel.

3.5 Improvement of Stack Canaries

Hardware assisted bu�er protection mechanisms can be an e�ective tool against mali-

cious attacks as shown by Asmit De and co-authors [26]. They employed a Physically

Unclonable Function (PUF)-based randomized canary generation technique to sidestep

common challenges found in canary based protection mechanisms.
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3 Related work

Relation to this work

One of the challenges is to choose a canary that cannot be guessed easily or predicted

by an attacker. In this thesis, the software-based stack over�ow detection using a canary

is replaced by an hardware-based approach using the RISC-V PMP. This eliminates the

concern of choosing a suitable canary.
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4 Concept

Certain requirements need to be solved before the memory protection schemes can be

implemented. When selecting an appropriate development target, it is critical to accu-

rately assess the shortcomings of this target. If not accounted, such shortcomings can be

mistaken for de�cits in the PMP speci�cation itself.

4.1 Evaluation Platforms

One ore more evaluation platforms need to be selected in order to verify and test the

PMP-based memory protection schemes. At time of this thesis, RIOT supports multiple

RISC-V based systems. Of those systems, only the HiFive1 Rev B and the ESP32-C3

feature a PMP.

4.1.1 HiFive1 Revision B by SiFive

The HiFive1 Revision B, manufactured by SiFive, is an evaluation board for the SiFive

FE310-G002 microcontroller. It implements the RV32IMAC ISA, has PMP, and contains

16 kB of SRAM as well as 8 kB of �ash memory [27, 28]. It is pictured in Figure 4.1.

The PMP of the FE310-G002 does not comply with the RISC-V speci�cation: First of all,

it implements only 8 regions instead of the 16 or 64 regions mandated by the speci�cation

[28]. Second, the FE310-G002 has a silicon bug that causes the locking of a region to

always prohibit writing to the address register of the previous region as well, independent

of the selected mode. This is the correct behaviour if theTORmode had been selected,

but is invalid for all other modes. This bug can be worked around by leaving an unused

region before any locked region [29, FU-885].

The Hi�ve1 was selected as a testing platform.
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